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ASSESSING THE NATION’S STATE OF PRE-
PAREDNESS: A FEDERAL, STATE, AND
LOCAL PERSPECTIVE

Thursday, September 19, 2013

U.S. HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON EMERGENCY PREPAREDNESS,
RESPONSE, AND COMMUNICATIONS,
COMMITTEE ON HOMELAND SECURITY,
Washington, DC.

The subcommittee met, pursuant to call, at 10:05 a.m., in Room
311, Cannon House Office Building, Hon. Susan W. Brooks [Chair-
woman of the subcommittee] presiding.

Present: Representatives Brooks, Palazzo, Payne, and Clarke.

Mrs. BROOKS. Good morning, the Homeland Security Sub-
committee on Emergency Preparedness, Response, and Commu-
nications will come to order. I would like to welcome our witnesses,
everyone in the audience and those who are watching this webcast
today, to our hearing today on our Nation’s state of preparedness.

Before I recognize myself for an opening statement, I ask unani-
mous consent that the testimony of Director Troy Riggs, the direc-
tor of public safety in Indianapolis be submitted for the record. Di-
rector Riggs is unable to testify today in person due to a scheduling
conflict.

Without objection, so ordered.

[The information follows:]

STATEMENT OF TROY RIGGS, DIRECTOR, INDIANAPOLIS DEPARTMENT OF PUBLIC
SAFETY

SEPTEMBER 19, 2013

Chairman Brooks, Ranking Member Payne, and Members of the Subcommittee on
Emergency Preparedness, Response, and Communications: On behalf of the city of
Indianapolis, thank you for inviting me to testify today on the state of our Nation’s
preparedness. My name is Troy Riggs and I serve as director of the City of Indian-
apolis Department of Public Safety. Indianapolis is ranked as the 13th largest city
in the United States and the Indianapolis Department of Public Safety is comprised
of the Indianapolis Metropolitan Police Department (IMPD), the Indianapolis Fire
Department (IFD), Indianapolis EMS (IEMS), the Division of Homeland Security
(DHS), Animal Care and Control (ACC), Public Safety Communications (PSC), the
Citizen’s Police Complaint Office (CPCO), and the City of Indianapolis, Mayor’s Of-
fice of Re-Entry.

On January 22, 2013, Indianapolis Mayor Greg Ballard and I introduced a series
of initiatives designed to make the operation of the Department of Public Safety and
its divisions more effective, more efficient, and more transparent to the public. In-
ternal reviews were conducted where each Division was asked to provide informa-
tion such as mission statements, structure, funding, staffing, goals and measures,
and special projects. These internal reviews were important for continual assess-
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ment of strengths, in order to address concerns and to search for improvements.
What was very collaborative and creative was that concerns began to be addressed
through a process or an efficiency team. These efficiency teams have addressed some
of the biggest concerns in Indianapolis but also concerns that are trending through-
out our Nation. The efficiency teams take a whole-community approach and they are
made up of not only first responders, but also of volunteers, city county agencies,
private partners, churches, and general members of the community.

Some of the issues that have been addressed by efficiency teams relate to pre-
paredness. One of the largest disaster responses that occurred in Indianapolis re-
cently was reviewed by an efficiency team. On Saturday, November 10, 2012 the
Richmond Hill subdivision experienced an explosion that impacted 125 homes and
resulted in two fatalities and multiple injuries. The focus of the efficiency team was
to look at what we did well and what we need to improve. In the first minutes of
the explosion hundreds of calls were received. Pinpointing the hue “ground zero”
took collaboration with first responders and dispatch. This was mitigated within 4
minutes of the first call. The deployment of the first responders met current stand-
ard operating procedures and response time goals. Established priorities of life safe-
ty and fire suppression were achieved following the National Incident Management
System (NIMS) protocols. Collaboration with outside agencies was a big success.
Some of the improvements needed were identified such as ensuring the command
post location was easier to identify by outside agencies, an improved patient track-
ing system, improvement on identifying searched homes, and securing a funding
source for immediate resource needs. With such a large number of agencies coordi-
nating and sharing information these efficiency teams serve as a true reflection of
our community and are a conduit for improvement in all areas.

To prepare for such a disaster our Indianapolis Division of Homeland Security
(DHS) takes the lead. The Indianapolis Division of Homeland Security is responsible
for protecting the citizens of Marion County through a comprehensive program of
mitigation, preparedness, response, and recovery. DHS members work hard in the
office and in the field to ensure that as a city, Indianapolis is ready for anything.
Our emergency plans are continuously reviewed and tested to be sure that they are
operationally sound and up-to-date so that when disasters do arise these plans are
effectively executed. DHS collaborates with other agencies of the Department of
Public Safety to conduct well-rounded investigations into the criminal activities that
happen in our community.

Another notable event that also turned out to be a huge success was Super Bowl
XLVI. During the first week of February 2012, hundreds of thousands of visitors
came to Indianapolis and shared in the excitement of Super Bowl XLVI. Years of
planning and preparation by our dedicated personnel finally paid off as we success-
fully kept spectators, visitors, and residents safe before, during, and after the event.
Super Bowl XLVI turned out to be a huge success and put the city of Indianapolis
on the map as a community with a distinguished Department of Public Safety and
Division of Homeland Security. Planning and preparation were in the form of train-
ing such as the Indianapolis Joint Counterterrorism Awareness Workshop that
brought together local, State, and Federal officials together. As the lead planning
agency for this special event, our Division set a new standard for the Nation in pro-
tecting residents and Super Bowl spectators by promoting an environment of col-
laboration and cooperation between local, State, and Federal public safety officials.

Presidential Policy Directive 8: National Preparedness (PPD-8) requires all
FEMA Regions and all States and UASI’s (Urban Area Security Initiatives) receiv-
ing homeland security grants to prepare a Threat and Hazard Identification and
Risk Assessment (THIRA). The City of Indianapolis participated in the THIRA proc-
ess to look at threats and hazards closely and help prepare for disasters. During
the Indianapolis THIRA process the Richmond Hill Incident occurred. The THIRA
discussion on HAZMAT/Explosion was therefore quite prescient as over 81 homes
were damaged by the explosion, 32 to the point of needing to be torn down. Further,
all the accompanying issues such as sheltering, debris removal, forensics, etc. were
immediately needed to be successfully maneuvered heading directly into the cold
weather and Thanksgiving holiday seasons. Responders, stakeholders, and appro-
priate resources came from across the UASI to assist in the massive undertaking—
a process made easier due to the planning started through this THIRA and accom-
panying steps.

Among Indianapolis DHS’ biggest tasks is educating citizens about preparing for
emergencies. This large undertaking is conducted through the Marion County Com-
munity Emergency Response Team program. The CERT is made up of approxi-
mately 1,900 volunteers who dedicate their time and talents to preparing the com-
munity for a disaster by providing emergency response for the community following
a major disaster. The goal of the Marion County CERT team is to provide the skills
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that are needed to sustain residents until emergency professionals arrive. First re-
sponders may not be able to meet the service demand, so civilians should be pre-
pared to fill this need until help arrives. CERT trains citizens in basic disaster re-
sponse skills including fire safety, light search and rescue, team organization, and
disaster medical operations.

Serving the community has become a very important part of the Marion County
CERT team. The CERT team participates in many community events from cleaning
up neighborhoods to distributing weather radios to mobile home parks to public
speaking and conducting preparedness presentations.

In the future the CERT team will be looking for ways to continue to service the
community by incorporating additional training such as search and rescue of lost
children, providing CPR/AED training, and reaching out to our most vulnerable pop-
ulations, including the elderly, persons with disabilities, and the non-English speak-
ing populations.

The CERT program is making a difference in Indianapolis.

In the area of prevention and protection the Division of Homeland Security has
recently established a Cyber Defense Force whose mission is to improve the overall
cybersecurity preparedness of the Indianapolis metropolitan area. The Indianapolis
Division of Homeland Security Cyber Defense Force was created in 2013 and cur-
rently consists of 4 members, all reservists. It may be expanded in the future as
warranted. The reservists have many years of experience in the internet/cybersecu-
rity field. Being a newly-formed group, the section has just started to provide serv-
ices to the community at large.

During normal operations, one of the force’s main tasks is to inform, train, and
disseminate cybersecurity information to utilities, industry, businesses, schools, and
the community at large via lectures, newsletters, press releases, web pages, and so-
cial media. They will recruit and train speakers on cybersecurity for the Indianap-
olis DHS Speaker’s Bureau to act as a force multiplier for disseminating informa-
tion.

In addition, they will work with representatives from industry, utilities, Govern-
ment, and the EOC to develop a methodology to communicate with each other as
appropriate about potential and immediate cyber threats. They will conduct table-
top exercises and other drills with these groups to test the procedures developed.

During a cyber attack, the force will be tasked with gathering reliable and timely
information on the on-going attack. If appropriate they would inform other organiza-
tions to be alert for similar attacks in the event there is a coordinated attack
against our city. Then, using state-of-the-art forensic techniques, the force will help
to gather information on who the attackers were and how the attack was performed.
They will also provide the conduit for reporting this information to the appropriate
government agencies. Lastly, they will work with the utility/agency/business/organi-
zation to suggest the “best practices” approach to prevent the attack from occurring
the same way again.

The Cyber Defense Force has started joining up with other groups to help stay
informed about existing regional and National cybersecurity initiatives and to take
advantage of available resources. Some of these groups include:

e The Multi-State Information Sharing & Analysis Center;

e Stop. Think. Connect. (www.stopthinkconnect.org and www.dhs.gov/

stopthinkconnect);

e The National Cyber Security Alliance (NCSA) (www.staysafeonline.org);

o State of Michigan Fusion Center;

o Infragard.

Finally, the Cyber Defense Force is participating in multiple training opportuni-
ties at the State, regional, and National levels to ensure they have the latest infor-
mation to accomplish the objectives outlined above.

Schools are a major component in the fabric of every community. They are more
than the epicenter of education, but are also a space where sporting events, after-
school activities, and community events are held. For this reason the Division of
Homeland Security created the Safe Schools program. This school-based program
develops a solid relationship between the safety and security initiatives of DHS, the
city government, and the local school system.

One way that we are working with the schools is through the use of technology.
The technology currently being utilized is known as Digital Sandbox. Digital Sand-
box software enables school districts and States to catalog their facilities and school
security plans, create and update safety assessments, report incidents and monitor
threats in and around their schools. This secure web-based platform and mobile re-
porting apps are accessible to all stakeholders from school administrators to public
safety agencies, providing a common, continuously-updated picture of the school se-
curity environment, as well as seamless information coordination during a crisis. An



4

integral part of this safety approach is this technology solution designed specifically
for schools that allows school and district officials and the public safety community
to better prepare for, monitor, and respond to safety- and security-related events.
There are already many school districts in Indianapolis that have been working
with the school safety solution, provided by Digital Sandbox, capturing critical data
elements associated with their schools that will assist first responders in an emer-
gency. This solution also provides a primary communication vehicle between the
public safety community and schools for “missing person” and high-value informa-
tional alerts.

We have highlighted several different ways that the City of Indianapolis address-
es prepares for disasters and one of our major concerns is the sustainability of these
programs. Collaboration and strong partnerships have been a great part of our suc-
cess flc‘)ut funding for these initiatives is crucial and funding is an alarming issue we
now face.

As the 13th largest city in the United States Indianapolis was receiving funds
under the Urban Area Security Initiative (UASI) that sustained these programs.
The Department of Public Safety and the Division of Homeland Security have ex-
pressed and continue to express our disagreement with the fiscal year 2013 Depart-
ment of Homeland Security appropriations, which limits the funds provided under
section 2003 of the Homeland Security Act of 2002 (6 U.S.C. 604) to 31 cities or
urban areas. We strongly urge that this provision be reconsidered to support the
PPD-8 effort to build and sustain preparedness on-going and supports to build on
a range of existing activities.

Even though Indianapolis is the 13th largest metropolitan city and host to several
National and international companies, National sports venues, professional sports
teams, auto racing, NCAA Hall of Fame/Headquarters, host to several National and/
or international large-scale events, and a large convention business; our funding
was cut in 2011 and then we received a significantly reduced amount in 2012; in
2013 our funding was cut yet again. In prior years the funding was around $4.5 mil-
lion with the State withholding 20% for their use. In 2012 1t was significantly re-
duced to $1.2 million with the State keeping 20% and City of Indianapolis and Ham-
ilton County splitting $900,000.00.

Prominent companies in our major metropolitan area include: Eli Lilly, Roche
Diagnostics, Military Finance Center, Allison Transmission, Rolls Royce, Federal
Express Hub, CSX Central Rail Hub, Raytheon, MISO (located in Carmel: MISO is
an essential link in the safe, cost-effective delivery of electric power across much of
North America), and many others.

Large-scale events hosted in our city include: The Indianapolis 500 (largest one-
day sporting event, which also includes a month long of events), largest half-mara-
thon in the country, 3rd-largest parade in the country, Men’s and Women’s NCAA
Final Four (every 5 years), multiple National and collegiate events, Indiana Black
Expo Summer Celebration, Circle City Classic, professional teams (Indianapolis
Colts, Indiana Pacers, Indiana Fever, Indianapolis Indians, Indy Eleven, and Indi-
ana Ice), NASCAR Racing, MotoGP Racing, and many other multicultural events.

Setting an arbitrary cut-off on the number of jurisdictions is contrary to the intent
of UASI as authorized in the Homeland Security Act of 2002, especially in light of
the evolution of the threat to our Nation which now may include home-grown vio-
lent extremism. Homeland Security is a Federal, State, and local responsibility. The
material recently referenced from Osama bin Laden’s journals apparently shows
that terrorists were focusing their interests on mid-sized cities, many of which are
now not receiving Federal funding.

The UASI program addresses the unique planning, operational, equipment, train-
ing, and exercise needs of high-threat urban areas and assists us in building capac-
ity to prevent, protect against, respond to, and recover from threats and acts of ter-
rorism. A great deal of work goes into managing the UASI program at the local level
and consistency of funding is a key component to enable us to continue to protect
our citizens. Inconsistent funding, with no clear direction, makes it very hard to
plan and utilize funds. Eligibility for funding is determined by the Congressionally-
mandated terrorism risk-based formula which looks at threats, the vulnerabilities
of a jurisdiction and the consequences of an attack. To arbitrarily drop cities like
Indianapolis from the list is to make us ripe for terrorist interest along with the
loss of sustainment of multi-year and multi-million-dollar projects that provide some
of the highest levels of situational awareness and proactive protective measures.

Thank you for the opportunity to testify. I am happy to answer any questions the
committee may have.

Mrs. BROOKS. This month is the 12th anniversary of the tragic
events of 9/11. Earlier this week, we were once again reminded
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that tragedy can strike at anytime, and so our hearts do go out to
all of those who were affected by the shootings at the Navy Yard.
Our thoughts also go out to the people of Colorado as they are
weathering historic flooding.

So we would like to thank the law enforcement, the first respond-
ers, members of the military, and medical personnel who have,
once again, responded to these tragic events.

Since 9/11 and to this day, preparing for and protecting against
terrorist attacks as well as other emergencies, has been a focus of
our country, and I know that many of us here today have dedicated
our professional lives to making this Nation more secure. Make no
mistake, over the past 12 years, we have made significant progress
in improving the Nation’s ability to prevent, protect against, miti-
gate, respond to, and recover from disasters.

One needs only to look at what happened very recently at the
Boston Marathon bombings where we saw an extremely coordi-
nated and effective response from first responders, law enforce-
ment, and medical personnel.

Since 9/11, the city of Boston has used Federal grant dollars to
improve their prevention and their response efforts. They have held
training and exercises to test their plans. They have promoted the
use of interoperable communications across multiple jurisdictions
and sectors, and we know that the actions of those Boston first re-
sponders that day, no doubt, saved many lives and mitigated dam-
age.

However, we also know, as always, there is more work to be
done. So this country still needs to develop a process that continues
to define and effectively measure our effectiveness capabilities.

FEMA has been assigned with this difficult task, and we know
has been working toward this goal. In order to help measure our
Nation’s preparedness, the administration in April 2011 publicly
released the Presidential Policy Directive 8—National Prepared-
ness. PPD-8 required that the Secretary of Homeland Security sub-
mit to the President a National preparedness goal and a new Na-
tional preparedness system that will help achieve the goal.

It has been over 2 years since PPD-8 was released, and we are
still waiting to see the implementation of some of these critical
components of the National preparedness system. Additionally, as
required by the Post-Katrina Emergency Management Reform Act
and PPD-8, FEMA released the second annual National prepared-
ness report or the NPR in March of this year.

This report does outline the progress being made in building and
sustaining our Nation’s 31 core capabilities as defined in the Na-
tional preparedness goal. It highlights several areas of National
strength including planning, operational coordination, and intel-
ligence and information sharing. But it also draws, as it should, at-
tention to areas in need of improvement including specifically cy-
bersecurity, recovery-focused core capabilities, and public-private
partnerships.

FEMA has released four of the five National planning frame-
works including prevention, response, recovery, and mitigation.
These frameworks provide processes and strategies to assist in
achieving the National preparedness goal.
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In this hearing today, I am interested in learning about the level
of the involvement of the State and local organizations, what you
have had in the development of these frameworks, and how you are
planning, if at all, to incorporate all of these frameworks into your
daily operations.

Additionally, I am interested in learning when the final frame-
work, the protection framework and the Federal inter-agency oper-
ations plan might be released.

Preparedness is not just a responsibility, as we know, of Federal,
State, and local entities, but individuals, also, must take a role in
preparing for disasters. September is National Preparedness
Month, of which I am a Congressional co-chair, and it is important
we promote preparedness to our constituents, our communities,
and our stakeholders.

This month, I have encouraged Members of Congress to promote
preparedness activities in their districts, but we know more must
be done. According to a 2012 survey by FEMA, 46 percent of re-
spondents reported being familiar with their local hazards, but only
ingercent said they have an emergency plan in their own house-

old.

This is actually quite discouraging if you think about it, if only
39 percent surveyed say they actually have a plan, and I am hop-
ing that with the preparedness goal and system, we can continue
to educate individuals about the need to be prepared.

After all, we know, and FEMA Administrator Fugate certainly
said, “Winging it is not an emergency plan.” We must be prepared.

With the unpredictable nature of disasters and emergencies, it is
vital that we as a Nation continue to hone our preparedness capa-
bilities. As the Boston Police Commissioner, Ed Davis, stated at a
House Homeland Security Committee hearing recently, “The truth
of the matter is nobody bats a thousand.”

We can’t be fully prepared for every single scenario, but we have
to strive to bat a thousand because lives count on it. Through this
hearing, I hope to learn more about the strengths and weaknesses
of our Nation’s state of preparedness, and also gain a greater un-
derstanding of how our Nation is working together to build resil-
ience.

I look forward to hearing the perspectives of our witnesses on
this important issue. I now recognize the gentleman from New Jer-
sey, Mr. Payne, for any opening statement he may have.

Mr. PAYNE. Good morning. I would like to thank Chairwoman
Brooks for holding this hearing and giving the subcommittee the
opportunity to learn more about the National state of prepared-
ness. Before we begin this hearing, I want to express my condo-
lences to those who lost loved ones, the friends and co-workers as
a result of the tragic events at the Navy Yard earlier this week.

I also want to thank the first responders for their heroic efforts
in that time of need. Last week, we commemorated the anniversary
of September 11. In 12 years, we have made significant improve-
ments in our preparedness capabilities from planning to commu-
nications to operational coordination.

However, every day, we are reminded of the work that still needs
to be done. In the last year alone, we have witnessed incredible
tragedies. Last year, Hurricane Sandy wreaked havoc along the
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East Coast and in my home State of New Jersey. It displaced fami-
lies, destroyed schools and businesses, and disrupted the school
year.

In December, a shooter killed 20 children and 6 adults at Sandy
Hook Elementary School. In April, terrorists detonated explosives
at the Boston Marathon killing 3 people and injuring many more.
In May, tornadoes devastated Oklahoma. Two elementary schools
were in the path of the tornado and, tragically 7 children died at
one elementary school.

After each of these incidents, the National collective asked,
“What could we have done differently?” We wonder how we could
have prevented them. If prevention is not possible, we wonder how
we could have mitigated the devastation. If you are a parent, these
tragedies cause you wonder about how best to protect your chil-
dren.

Earlier this month, Save the Children released its annual report
card on protecting children in disasters. It found that 28 States in-
cluding the District of Columbia, do not require schools and child
care facilities to include the four standards that the National Com-
mission on Children and Disasters deemed essential.

I am proud to say that New Jersey is one of the few States that
includes these four criteria. I encourage each member of the panel
to review this report, to determine whether your States meet each
of the four criteria. If your State does not meet the standard, I
would urge the members to call their State officials and ask why.

Along with this individual advocacy, I believe that as a legisla-
tive body, this Congress can do and should do more. I am intro-
ducing the Safe Schools Act legislation that will require States ap-
plying for a State homeland security grant funds, to certify that
their schools have an emergency plan that meets the standard rec-
ommended by the 2010 commission on childrens disasters report.

I want to thank Save the Children, and I apologize for not wear-
ing one of my four Save the Children ties today for their support
of my legislation and for all their hard work in making sure that
our children remain a priority, the No. 1 priority, in our disaster
planning and preparedness efforts.

I want to thank the witnesses for being here, and I look forward
to their testimony, and I yield back my time.

[The statement of Ranking Member Payne follows:]

STATEMENT OF RANKING MEMBER DONALD M. PAYNE, JR.

SEPTEMBER 19, 2013

Good morning. I would like to thank Chairwoman Brooks for holding this hearing,
and giving the subcommittee the opportunity to learn more about the National state
of preparedness.

Before we begin this hearing, I want to express my condolences to those who lost
loved ones, friends, and coworkers as a result of the tragic events at the Navy Yard
earlier this week.

I also want to thank the first responders for their heroic efforts.

Last week, we commemorated the anniversary of the September, 11, 2001 attacks.

In 12 years, we have made significant improvements in our preparedness capabili-
ties—from planning to communications to operational coordination.

However, every day we are reminded of the work still that needs to be done. In
the last year alone, we have witnessed incredible tragedies.
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Last year, Hurricane Sandy wreaked havoc along the East Coast and in my home
State of New Jersey. It displaced families, destroyed schools and business, and dis-
rupted the school year.

}Iln ?ecember, a shooter killed 20 children and 6 adults at Sandy Hook elementary
school.

In April, terrorists detonated explosives at the Boston Marathon, killing 3 people
and injuring many more.

In May, tornados devastated Oklahoma. Two elementary schools were in the path
of the tornado, and tragically, 7 children died at one elementary school.

After each of these incidents, the Nation collectively asks what could we have
done differently? We wonder how we could have prevented them. If prevention is
not possible, we wonder how we could have mitigated the devastation.

And if you are a parent, these tragedies cause you to wonder about how best to
protect your children.

Earlier this month, Save the Children released its annual Report Card on Pro-
tecting Children in Disasters.

It found that 28 States, including the District of Columbia, do not require schools
and child care facilities to include the four standards that the National Commission
on Children and Disasters deemed essential.

I am proud to say that New Jersey is one of the few States that includes these
four criteria.

I encourage each member of the panel to review this report to determine whether
your State meets each of the four criteria.

And if your State does not meet the standard, I would urge the members to call
their State officials and ask why.

And along with this individual advocacy, I believe that as a National legislative
body, this Congress can and should do more.

I am introducing the S.A.F.E. Schools Act, legislation that will require States ap-
plying for State Homeland Security Grant funds to certify that their schools have
emergency plans that meet the standards recommended by the 2010 Commission on
Children and Disasters Report.

I want to thank Save the Children for their support of my legislation, and for all
of their hard work in making sure that our children remain a priority in our dis-
aster planning and preparedness efforts.

I thank the witnesses for being here, and I look forward to their testimony.

I yield back the balance of my time.

Mrs. BROOKS. Thank you. Other Members are reminded that
opening statements may be submitted for the record.
[The statement of Ranking Member Thompson follows:]

STATEMENT OF RANKING MEMBER BENNIE G. THOMPSON

SEPTEMBER 19, 2013

Good morning. I would like to thank the witnesses for being here today to discuss
National preparedness.

I would particularly like to thank Ranking Member Payne, dJr., for inviting Save
the Children to testify.

For almost a decade, I have worked to improve disaster preparedness and plan-
ning for children and those with special needs and language barriers.

I am pleased to work with Ranking Member Payne, Jr., to advance these efforts.

The 2013 National Preparedness Report indicates that we have made progress in
building cybersecurity capabilities. I am encouraged that we are moving forward but
I am not convinced that anyone believes we have done all we can to ensure that
this Nation’s cyber networks are protected and resilient.

I look forward to continuing the progress on the cyber front.

I also urge the leadership of this House to become actively engaged in putting leg-
islation on the House floor that will help us protect the known vulnerabilities in the
cyber network that runs every aspect of this Nation’s critical infrastructure.

As we look at the many things that need to be done, we need to mention the con-
tinuing need to provide interim and long-term housing solutions following cata-
strophic disasters.

We learned after Hurricane Katrina that we were ill-prepared and ill-equipped to
provide interim and long-term housing to large numbers of disaster survivors.

I was troubled to learn that 500 people remained in shelters a month after Hurri-
cane Sandy.
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Eight years after Hurricane Katrina, we should have at least learned how to ad-
dress housing needs.

Finally, this Congress needs to consider the effect of uncertain funding has on the
development of preparedness and response capabilities on the local level.

During our full committee hearing on the Boston Marathon Bombing, the Boston
Chief of Police made it clear that the effectiveness of their response effort was made
possible by the Federal homeland security grants they had received.

As this Congress continues attempts to reduce funding for preparedness pro-
grams, we need to understand that these reductions have a direct effect on the abil-
ity of first responders to save lives during times of disaster and tragedy.

To call this approach short-sighted is to give it too much credit. It is not sighted
at all. And as it says in Proverbs—where there is no vision, the people perish.

Madame Chairwoman, I raise these three issues—grant funding, housing, and cy-
bersecurity—because I know that we can solve each of them with great benefit to
this Nation. I urge you to join us in our efforts to resolve these problems.

I thank the witnesses for being here today, and I look forward to their testimony.

I yield back.

Mrs. BROOKS. We are very pleased to have this very distin-
guished panel before us today on this important topic.

I would like to begin by introducing our first witness, Mr. Tim
Manning. He is the deputy administrator for protection and Na-
tional preparedness of the Federal Emergency Management Agen-
cy. This is not your first time testifying before this committee, so
welcome back.

In this capacity, he oversees the National preparedness direc-
torate, the grants program directorate, the normal continuity pro-
grams directorate, and the Office of National Capital Region Co-
ordination. Mr. Manning brings to FEMA nearly 2 decades of emer-
gency management experience including service as a fire fighter,
an emergency medical technician, and a rescue mountaineer.

Next, we have Mr. Ghilarducci. Mr. Mark Ghilarducci is the di-
rector of the California Governor’s office of emergency services. As
a member of the cabinet, Director Ghilarducci serves as the Gov-
ernor’s homeland security advisor and oversees State-wide public
safety emergency management, emergency communications,
gougléerterrorism efforts, and a State threat assessment system,

TAS.

Prior to his appointment, Mr. Ghilarducci has been involved in
disaster emergency response and recovery activities resulting from
hundreds of major incidents within California—he served both Na-
tionally and internationally. He is testifying today on behalf of the
National Governors Association and the Governor’s homeland secu-
rity advisor’s council.

Next we have Mr. Jeff Walker, who is the senior emergency man-
ager for Licking County, Ohio. Prior to this position, Mr. Walker
was the director of the Licking County Office of Homeland Security
and Emergency Management for 132 years. He has served on
countless committees including Ohio’s Emergency Management
Training Council, Ohio’s severe weather awareness committee, and
was appointed to FEMA’s National advisory committee.

Mr. Walker currently serves as the president of the International
Association of Emergency Managers and is testifying on behalf of
that organization. As I understand you will be heading to Vienna
soon to also appear at a conference. Thank you, Mr. Walker.

Next we have Chief James Schwartz, who has been the fire chief
for the Arlington County Fire Department since 2004. Prior to this
appointment, he served in a variety of fire department positions in-
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cluding assistant chief for operations, responsible for all response-
related activities including fire, EMS, hazardous materials and
technical rescue, response incident management, and operational
training.

He led the unified command effort for the Pentagon incident
after September 11. He currently serves as the chair for the Inter-
national Association of Fire Chiefs committee on terrorism, home-
land security, and he is testifying on behalf of IAFC. I must say,
Chief, that we made the reacquaintance because we visited as a
U.S. attorney appointed 1 month after 9/11.

You were part of a presentation to a number of new U.S. attor-
neys at the Pentagon in November 2001, and I remember to this
day, we went to the Pentagon and listened to you and the chief at
that time, present to us what that scene was like, how you secured
that scene, and that horrible tragedy at the Pentagon.

It was a very powerful presentation to all of us in law enforce-
ment to learn about what the fire service’s role is in a terrorist in-
cident, and so good to see you again.

I would now like to defer to Ranking Member Congressman
Payne to introduce our next witness.

Mr. PAYNE. Thank you, Madame Chairwoman. It is my honor
and privilege to introduce Ms. Kathy Spangler, and she is the vice
president of the U.S. programs for Save the Children, where she
focuses on improving educational outcomes for children living in
poverty, through early childhood development, literacy, physical ac-
tivity, and nutrition.

Additional, Ms. Spangler oversees Save the Children programs
that are dedicated to protecting children during emergencies and
disasters and focuses on preparedness and response efforts. Prior
to joining Save the Children, Ms. Spangler served as the founding
director of the National Partnerships for the National Recreation
and Park Association.

It is really an honor to have her here to testify on these issues,
so welcome. I yield back.

Mrs. BROOKS. Thank you. The witnesses’ full written statements
will appear in the record and just to let you know, you have 5 min-
utes for opening remarks, and we will start with you, Mr. Man-
ning.

STATEMENT OF TIMOTHY MANNING, DEPUTY ADMINIS-
TRATOR, PROTECTION AND NATIONAL PREPAREDNESS,
FEDERAL EMERGENCY MANAGEMENT AGENCY

Mr. MANNING. Thank you. Good morning, Chairman Brooks,
Ranking Member Payne, Members of the subcommittee. Good
morning and thank you for having me here today.

The administration remains committed to strengthening the se-
curity and resilience of the United States through a systematic
preparation for the threats and hazards that pose the greatest risk
to the security of the Nation. Much progress has been made fueled
by FEMA’s grant programs but with leadership at the State and
local levels.

Monday’s tragedy at the Washington Navy Yard underscores the
role State and local emergency responders maintain in keeping this
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Nation safe. In March 2011, President Obama signed Presidential
Policy Directive 8 on National preparedness.

The body of work established pursuant PPD-8 creates a system
that allows us to both build preparedness and to understand how
well-prepared we are by setting a goal, establishing a baseline,
sending common and comparable terminology, measuring the capa-
bility gaps, and assessing our progress towards filling them.

The National Preparedness Goal released in September 2011 is
the cornerstone of PPD-8 and defined a set of 31 distinct core capa-
bilities across the mission areas needed to achieve the National
preparedness.

The National preparedness system is the instrument that the
Nation uses to build, sustain, and deliver the core capabilities to
achieve the goal. Implementation of the NPS is a whole-community
approach to homeland security and emergency management that
supports building, sustaining, and delivering the core capabilities
through identifying and assessing risks, estimating capability re-
quirements to meet those risks, planning to deliver those capabili-
ties and validating those capabilities through exercises and real-
world incidents and reviewing and updating each.

The foundation of the National Preparedness System is identi-
fying and assessing risks. To be truly prepared and to understand
our progress towards the goal, we need to know what we are pre-
paring for. Communities should understand the risks with which
they are faced.

The Threat and Hazard Identification and Risk Assessment or
THIRA process, helps communities identify those threats and haz-
ards and determine capability targets and resource requirements
necessary to address anticipated and unanticipated risks.

The THIRA process gives communities their end-state, capability
targets based on their threats and hazards and resources required
to meet those targets. The State preparedness report measures the
rate or change between current baselines and the end-state identi-
fied in the THIRA.

This SPR is an annual self-assessment and review of State pre-
paredness based on the targets set in the THIRA. The National
planning frameworks describe how the whole community works to-
gether to deliver the core capabilities needed to achieve the pre-
paredness goal, as part of a unified and coordinated effort.

There is one framework for each of the five mission areas: Pre-
vention, protection, mitigation, response, and recovery.

The protection framework is very close to nearing completion. We
are working closely with our partners across the Department of
Homeland Security and across the homeland security and emer-
gency management community to ensure that the draft protection
framework aligns with and expands, clarifies, and advances the
National strategic approach protecting critical infrastructure and
the strategic guidance of the administration and Secretary of
Homeland Security.

At the Federal level, each framework has been supported by a
mission-area-specific Federal Interagency Operation Plans, or
FIOPs for short. These FIOPs describe how the Federal Govern-
ment will deliver the core capabilities in each mission area in sup-
port of a response and State and local governments.
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The protection, prevention, mitigation, response, and recovery
FIOPs are under the final development and review, and we are
confident in their completion and publicaton in the very near fu-
ture.

The National Preparedness Report then examines the prepared-
ness across the Nation. The first NPR released in 2012 included
specific accomplishments in the context of the core capabilities
identified in the goal.

The 2013 NPR identified 65 key findings. Several of these find-
ings focusing on overarching National trends and highlighting
areas of National strength. The 2013 NPR found the Nation con-
tinues to make progress building preparedness in key areas includ-
ing planning, operational coordination, intelligence and information
sharing, and operational communication.

Each of these was identified as also an area of strength in the
2012 NPR. The Nation also made progress in suggesting areas
identified for improvement in 2012, including cybersecurity, recov-
ery focus, core capabilities like economic recovery, and the protec-
tion of natural and cultural resources.

The 2013 NPR also found the Nation has made some progress in
planning to address long-term challenges posed by climate change
and extreme weather, but this remains an area of focus for pre-
paredness initiatives Nationally.

This past year has given FEMA more opportunities than we
would like to assess the preparedness through real-world incidents.
Hurricane Sandy, the Boston Marathon bombings, the tornado in
Moore, Oklahoma, and many others demonstrated how the Nation’s
preparedness activities have had a positive effect on our response
capabilities.

Our efforts to train, equip, and exercise public safety personnel,
as well as the planning assistance we provided to our partners, all
helped save lives.

In conclusion, the National Preparedness System as envisioned
by PPD-8, has contributed to our ability to focus on those areas
where gaps exist in order to strengthen the public safety and the
Nation’s security and resilience. Our ability to measure progress
has also improved, and we look forward to working with Congress
and all of the stakeholders to continue to reduce vulnerabilities the
Nation faces.

Thank you for the opportunity to testify. I am happy to answer
any questions the subcommittee may have.

[The prepared statement of Mr. Manning follows:]

PREPARED STATEMENT OF TIMOTHY MANNING

SEPTEMBER 19, 2013
INTRODUCTION

Chairman Brooks, Ranking Member Payne, and Members of the subcommittee:
Good morning. I am Timothy Manning, deputy administrator for protection and Na-
tional preparedness at the Department of Homeland Security’s (DHS) Federal
Emergency Management Agency (FEMA). On behalf of Administrator Fugate, it is
my pleasure to appear before you today to discuss the Nation’s state of prepared-
ness.

The administration remains committed to strengthening the security and resil-
ience of the United States through systematic preparation for the threats that pose
the greatest risk to the security of the Nation, and we are more secure and better



13

prepared to prevent, protect against, mitigate, respond to, and recover from the full
range of threats and hazards the Nation faces than we have been at any time in
our history. We plan better, organize better, equip better, train better, and exercise
better, resulting in an improved National preparedness and resilience.

Much of this progress has come from leadership at the State and local levels,
fueled by FEMA’s grant programs. Over the past 10 years, Congress, through the
Department of Homeland Security, has provided State, territorial, local, and Tribal
governments with more than $36 billion. We have built and enhanced capabilities
by acquiring needed equipment, funding training opportunities, developing pre-
paredness and response plans, exercising and building relationships across city,
county, and State lines. Although Federal funds represent just a fraction of what
has been spent on homeland security across the Nation overall, these funds have
made us more prepared.

In March 2011, President Obama signed Presidential Policy Directive 8 on Na-
tional Preparedness (PPD-8), which describes the Nation’s approach to National
preparedness. PPD-8 aims to strengthen the security and resilience of the United
States through the systematic preparation for the threats that pose the greatest risk
to the security of the Nation, including acts of terrorism, cyber incidents, pandemics,
and catastrophic natural disasters. PPD-8 defines five mission areas—prevention,
protection, mitigation, response, and recovery—and requires the development of a
series of policy and planning documents to explain and guide the Nation’s efforts
in helping to ensure and enhance National preparedness.

The body of work established pursuant to PPD-8 creates a system that allows us
to understand how well-prepared we are by setting a goal, establishing a baseline,
setting common and comparable terminology, measuring capability gaps, and as-
sessing our progress toward filling them. PPD-8 creates the National Preparedness
System (NPS), a cohesive approach that allows us to use the tools at our disposal
in the most effective manner and in a way that allows us to monitor and report on
our progress.

National preparedness is the responsibility of the whole community to include all
levels of government, the private and nonprofit sectors, and individual citizens.
Each year, the Nation makes additional advances toward achieving the National
Preparedness Goal (NPG) and implementing the NPS.

THE NATIONAL PREPAREDNESS GOAL

The NPG, released in September 2011, is the cornerstone of PPD-8 and defines
a set of 31 distinct core capabilities across the mission areas needed to achieve Na-
tional preparedness. The NPG, developed through a collaborative process including
all levels of government, the private sector, and the general public, envisions a se-
cure and resilient Nation with the capabilities required across the whole community
to prevent, protect against, mitigate, respond to, and recover from the threats and
hazards that pose the greatest risk.

THE NATIONAL PREPAREDNESS SYSTEM

The NPS is the instrument the Nation uses to build, sustain, and deliver the core
capabilities to achieve the NPG. Implementation of the NPS uses a whole-commu-
nity approach to homeland security and emergency management that supports
building, sustaining, and delivering the core capabilities through identifying and as-
sessing of the risks we face; estimating capability requirements to meet those risks;
building and sustaining capabilities; planning to deliver capabilities; validating
those capabilities through exercises and real-world incidents; and then reviewing
and updating our capabilities and plans.

Threat and Hazard Identification and Risk Assessment

The foundation of the NPS is identifying and assessing risks. To be truly prepared
and to understand our progress toward our goal, we need to know what we are pre-
paring to address and to what level of service. Every community should understand
the risks it faces. By understanding its risks, a community can make smart deci-
sions about how to manage risk, including developing needed capabilities. Risk is
the potential for an unwanted outcome resulting from an incident, event, or occur-
rence, as determined by its likelihood and the associated consequences. By consid-
ering changes to these elements, a community can understand how to best manage
and plan for its greatest risks across the full range of the threats and hazards it
faces. The Threat and Hazard Identification and Risk Assessment (THIRA) process
helps communities identify threats and hazards and determine capability targets
an% resource requirements necessary to address anticipated and unanticipated
risks.
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The First Edition of the Comprehensive Preparedness Guide (CPG 101) presented
the basic steps of the THIRA process. Specifically, the First Edition described a
standard process for identifying community-specific threats and hazards and setting
capability targets for each core capability identified in the NPG. In August 2013,
FEMA refined the THIRA methodology through the release of CPG 201, Second Edi-
tion. The Second Edition expands the THIRA process to include an estimation of re-
sources needed to meet the capability targets. The THIRA process now assists com-
munities to answer questions such as, “What are my current and future risks?” and,
“What level of service do I need to address my risks?”, and addresses what specific
capabilities are needed, such as teams of specialized resources.

The results of the THIRA process will continue to mature. Over the coming years,
as FEMA and our partners refine our application of the THIRA through repetitive
efforts, the results—capability targets and required resources—will be improved.
And today, the THIRA process is providing communities all across the country with
a clearer picture of what resources are needed to address their risks and providing
a realistic and empirical basis for strategic and operational planning than has ever
been possible before.

State Preparedness Report

The THIRA process gives communities their end-state—capability targets based
on their own threats and hazards and the resources required to meet those targets.
The State Preparedness Report (SPR) measures the rate of change between current
baselines and the end-state identified in the THIRA. Once each jurisdiction has de-
termined capability targets through the THIRA process, the jurisdiction estimates
its current capability levels against those targets in its SPR. The SPR is an annual
self-assessment of State preparedness based on the targets set in the THIRAs. The
SPR is submitted by the 56 States and territories to FEMA. The Post-Katrina Emer-
gency Management Reform Act of 2006 (PKEMRA) requires an SPR from any State
or territory receiving Federal preparedness assistance administered by DHS. Devel-
oping an effective SPR also requires active involvement from the whole community,
and FEMA encourages jurisdictions to seek input from multiple stakeholders when
assessing their capabilities.

The THIRA and SPR processes are scalable to encourage sub-jurisdictions and
sub-grantees to provide input to the State or territory. The summary results are
published in the annual NPR.

The next component of the NPS is to build and sustain capabilities. This step ties
grant investments directly to needs and shortfalls. In State grant application Invest-
ment Justifications, grantees must address the capability gaps and requirements
documented in their SPR that the investment intends to address. In addition, the
grantee must identify the specific outcomes the investment will yield.

National Planning Frameworks

The National Planning Frameworks describe how the whole community works to-
gether to deliver the core capabilities needed to achieve the NPG as part of a unified
and coordinated effort. There is one Framework for each of the five mission areas
(prevention, protection, mitigation, response, and recovery). These mission areas
represent a continuum of interrelated activities and reflect the relationships and
partnerships across the whole community.

The Frameworks document the roles and responsibilities of the whole community
in National preparedness, recognizing the value of partnerships and working to-
gether.

Each Framework:

e Summarizes the roles and responsibilities across the whole community;

e Defines each mission area’s core capabilities, along with key examples of critical

tasks;

e Defines coordinating structures—either new or existing—that enable the whole

community to work together to deliver the core capabilities;

e Describes the relationships to the other mission areas;

o Identifies relevant information to help with operational planning;

e Provides information that State, local, Tribal, and territorial governments can

use to revise their operational plans; and

e Uses concepts from existing preparedness efforts and doctrine, such as the Na-

tional Incident Management System.

The Frameworks also affect whole-community preparedness reporting and assess-
ments. For example, the Frameworks can assist whole-community partners as they
complete the THIRA process. The critical tasks described in the Frameworks will
help whole-community partners understand the activities, which help to deliver ca-
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pabilities to the established targets, as well as the resources needed conduct the ac-
tivities and achieve the targets.

The environment in which we operate grows ever more complex and unpredict-
able. The Frameworks are living documents, and will be regularly reviewed to
evaluate consistency with existing and new doctrine, policies, evolving conditions,
emerging risks, and the experience gained from their use.

As of today, four of the five frameworks have been published. The National Dis-
aster Recovery Framework (NDRF), which was released in September 2011 and
rolled out across the country during the next 6 months, focuses on how to restore,
redevelop, and revitalize the health, social, economic, natural, and environmental
fabric of the community and build a more resilient Nation. The updated National
Response Framework (NRF), as well as the new National Prevention and National
Mitigation Frameworks, were rolled out on May 6, 2013. Each of these frameworks
addresses the unique expectations and challenges for each mission area.

The NRF aligns roles and responsibilities across Government and the private sec-
tor in a unified approach in responding to any threat or hazard.

The National Prevention Framework focuses on addressing the challenges stem-
ming from an imminent terrorist threat.

Fostering a culture of preparedness—centered on risk (present and future) and re-
silience to natural, technological, and terrorist events—is the focus of the first edi-
tion of the National Mitigation Framework. The document provides context for how
the whole community works together and how mitigation efforts relate to all other
parts of National preparedness.

The Protection Framework is nearing completion. We are working closely with our
partners in DHS and across the homeland security and emergency management
communities to ensure that the draft Protection Framework aligns with the imple-
mentation of Presidential Policy Directive 21 (PPD-21) and Executive Order (EO)
13636. PPD-21, which replaced HSPD-7, expands, clarifies, and advances the Na-
tional approach to protecting critical infrastructure pursuant to the strategic guid-
ance of the Secretary of Homeland Security. And EO 13636 directs Federal agencies
to use their existing authorities and increase cooperation with the private sector to
provide better protection for the computer systems that are critical to our National
and economic security. This alignment will ensure that the efforts undertaken under
PPD-21 and EO 13636 complement other efforts under way in the prevention, pro-
tection, mitigation, response, and recovery mission space.

Federal Interagency Operational Plans (FIOPs)

At the Federal level, each framework is supported by a mission area-specific Fed-
eral Interagency Operational Plan. The individual FIOPs describe how the Federal
Government delivers core capabilities for each mission area. Each FIOP describes
the concept of operations for integrating and synchronizing existing Federal capa-
bilities to support State, local, Tribal, territorial, insular area, and Federal plans,
and is supported by Federal department-level operational plans, where appropriate.
The Prevention, Protection, Mitigation, Response and Recovery FIOPs are under de-
velolgment. The Protection FIOP will follow the release of the Protection Frame-
work.

NATIONAL PREPAREDNESS REPORT

The National Preparedness Report (NPR) examines preparedness across the Na-
tion. The first NPR, released last year, included specific accomplishments in the con-
text of the core capabilities identified in the National Preparedness Goal. While the
inaugural 2012 NPR highlighted preparedness accomplishments in the decade fol-
lowing the September 11, 2001 attacks, the 2013 NPR focuses primarily on accom-
plishments either achieved or reported on during 2012.

In total, the 2013 NPR identifies 65 key findings. Several of these findings focus
on overarching National trends and highlight areas of National strength, areas for
improvement, and issues that cut across multiple capabilities and mission areas.

The 2013 NPR found that the Nation continues to make progress building pre-
paredness in key areas, including planning, operational coordination, intelligence
and information sharing, and operational communications—each of these was iden-
tified as an area of strength in the 2012 NPR. Hurricane Sandy highlighted
strengths in the Nation’s ability to respond to and recover from disasters. Federal
partners supplemented State and local resources through established response and
recovery support functions, and whole-community partners provided valuable sup-
port to survivors.

The Nation also made progress in addressing the areas for improvement identified
in last year’s NPR, including: Cybersecurity; recovery-focused core capabilities like
economic recovery; protection of natural and cultural resources; housing; and inte-



16

gration of individuals with disabilities and access and functional needs. The 2013
NPR also found that the Nation has made some progress in planning to address the
long-term challenges posed by climate change and extreme weather, but that this
remains an area of focus for preparedness activities Nationally.

This year, FEMA established criteria to identify areas for National improvement
using State preparedness data, exercise information, and linkages to long-term driv-
ers of emergency management. The 2013 NPR identifies two new areas for improve-
ment using this repeatable methodology: Infrastructure systems and public and pri-
vate partnerships. Over time, it is expected that the NPR will also identify addi-
tional new areas for improvement and remove areas that are effectively addressed.

The strengths and areas for improvement in the NPR will be used to inform plan-
ning efforts, focus priorities for Federal grants, and enable informed collaboration
among stakeholders working together to improve the Nation’s preparedness.

PREPAREDNESS IN ACTION

The past year has given FEMA more opportunities than we would like to assess
preparedness. Whether it was Hurricane Sandy or the Boston Marathon bombing,
real-world incidents and National-Level Exercises have tested our preparedness ef-
forts.

Hurricane Sandy demonstrated that integrating and coordinating with the whole
community is a critical part of FEMA’s role in disaster response and recovery ef-
forts, making the Operational Coordination core capability one of the most valuable
core capabilities during any incident. These real-world experiences also confirmed
that enhancing infrastructure systems is a National area in need of improvement.
Stressed infrastructure systems—including water and wastewater treatment, sur-
face transportation, airports, inland waterways, marine ports, electricity infrastruc-
ture, and communications and fuel systems—can present obstacles to effective re-
sponse and recovery operations. Climate change and extreme weather events also
expose vulnerabilities in key infrastructure sectors—including transportation and
commercial facilities.

The response to the Boston Marathon bombings was another example of how the
Nation’s preparedness activities had a positive effect on response. FEMA has sup-
ported 12 exercises directly involving the city of Boston. These have included topics
as diverse as chemical or biological attacks, hurricane preparedness, hazardous ma-
terials events, cyber incidents, and improvised explosive devices (IEDs). In 2011,
DHS—in conjunction with the Federal Bureau of Investigation and the National
Counterterrorism Center—hosted a Joint Counterterrorism Awareness Workshop
that focused on integrating response operations to a complex attack in the Boston
metropolitan area. Many participants from the local, State, and Federal community,
who participated in these exercises, responded to the bombings.

Oklahoma’s response to the May 20, 2013 tornado that devastated the city of
Moore is also indicative of the meaningful impact of FEMA’s homeland security
grant funding. Oklahoma’s Regional Response System, developed with the support
of FEMA’s grant funds, deployed Technical Rescue Teams to assist with rescue ef-
forts. Ambulance Strike Teams and Mass Emergency Medical Surge Teams also re-
sponded, providing care to thousands of survivors.

The responses to Hurricane Sandy, the Oklahoma tornadoes, and the Boston Mar-
athon bombings demonstrated the security and resilience of the Nation. Our pre-
paredness programs, posture, and investments were critical in each one of those re-
sponses, but there is still more—there is always more to do—to improve prepared-
ness. We will continue to work with communities across the country to prepare. All
disasters are local, but we're proud to be there to support communities across Amer-
ica as they prepare for whatever hazard they may face.

CONCLUSION

The NPS, as envisioned by PPD-8, has contributed to our ability to focus on those
areas where gaps exist in order to strengthen public safety and the Nation’s security
and resilience. Our ability to measure our progress has also improved, and clarity
and focus will be brought with the continued implementation of the Threat and Haz-
ard Identification and Risk Assessment process. We look forward to working with
the Congress and stakeholders as we continue to reduce vulnerabilities the Nation
faces. Thank you for the opportunity to testify. I am happy to answer any questions
the subcommittee may have.

Mrs. BROOKS. Thank you, Mr. Manning.
The Chairwoman now recognizes Mr. Ghilarducci for 5 minutes.
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STATEMENT OF MARK GHILARDUCCI, DIRECTOR, CALIFORNIA
GOVERNOR’S OFFICE OF EMERGENCY SERVICES, TESTI-
FYING ON BEHALF OF THE NATIONAL GOVERNORS ASSOCIA-
TION AND THE GOVERNORS HOMELAND SECURITY ADVI-
SORS

Mr. GHILARDUCCI. Thank you. Good morning, Chairman Brooks,
Ranking Member Payne, and the Members of the subcommittee for
allowing me the opportunity to appear before you today to provide
a State’s perspective on National preparedness intergovernmental
engagement.

First let me say that we have made significant progress since
September 11, 2001, in our combined efforts to build and enhance
the capabilities necessary to meet our Nation’s preparedness. It
really is indisputable that Federal investments have played a cru-
cial role in this all-hands-on-deck effort.

However, there are on-going and ever-changing threats and chal-
lenges which we must remain vigilant to and nimble enough to col-
lectively understand and effectively address. Without this effort,
the forward progress in our Nation’s level of preparedness will be
in jeopardy due the challenges that exist or have emerged during
the last several years, such as, on-going and new homeland secu-
rity threats or hazards such as cyber-terrorism and espionage,
transnational criminal organizations, home-grown extremists, and
an increase and the frequency of complexity of natural disasters.

As well are the inconsistent capability at State and local levels
for multi-agency coordination and the necessity to establish and/or
expand mutual aid capabilities. A suite of Federal preparedness
grant programs that are somewhat cumbersome and untimely and
whose structure no longer aligns with the current economic or
hazard- and security-based environments.

A newly-established doctrine on National preparedness, which
has shown really early promise, but it needs time and on-going
fine-tuning to be truly effective in the long term.

Last, a lack of emphasis, really, on pre-event disaster mitigation
as part of the whole community effort to increase community resil-
iency and help reduce the physical and economic impacts of a dis-
aster.

So we need to continue to work together at all levels of govern-
ment and the private sector to address these and the many other
challenges that we face, to ensure that important gains our Nation
has made in overall preparedness are not reversed.

Neither the Federal Government nor States can address any of
these issues independently. In an era of constrained budgets, all
levels of Government must do more with less and must identify op-
portunities to leverage and optimize resources to meet the needs of
our communities. To achieve our shared goal of a more resilient
and secure Nation.

I believe that one of the most significant avenues to help us get
there, is through an effective multi-agency coordination and ade-
quate and trained workforce and a robust mutual aid system. Cali-
fornia, as you may know, has a long history of using its mutual aid
system for responding to man-made natural disasters and other
emergencies.



18

We understand that no one agency, be it State or local, has
enough resources to cope with large-scale emergencies or complex
disasters. For example, our strong mutual aid system recently was
leveraged in fighting the rim fire near Yosemite National Park,
which I am sure you all saw, it made National news, through effec-
tive multi-agency coordination and situational intelligence sharing.

Over 142 fire agencies, 24 law enforcement agencies, 36 county
governments, and 13 State agencies were coordinated through my
department with the Federal Government and deployed to the rim
fire for over 5 weeks. A fire that is actually still burning and has
consumed more than 255,000 acres making it the third-largest in
California’s history.

In addition, California’s dedicated emergency management pro-
fessionals and first responders are often called upon by FEMA and
other States to respond to disasters throughout the country includ-
ing catastrophic disasters, such as, Superstorm Sandy and Hurri-
cane Katrina.

My team coordinates these out-of-state resource requests through
the Emergency Management Assistance Compact or EMAC agree-
ments. California receives EMAC’s agreements regularly and most
recently, members of my team returned from providing on-site as-
sistance to Alaska in response to their flooding disaster, and we
sent multiple resources to New York and New Jersey and Con-
necticut following Superstorm Sandy.

So I believe that our mutual aid system really is one of the best
in the world and, although, all 50 States are signatory to EMAC,
the recent 2013 National Preparedness Report showed that many
States are not accounting for critical resources in neighboring
States as a part of their capability assessment.

A shared awareness is critical for States to ensure what assist-
ance can be leveraged via inter-State mutual aid during times of
crisis. The fiscal support is important in ensuring and promoting
a shared awareness of regional assets and capabilities to ensure
that this is done in a coordinated and effective way.

So the Governors and the members of GHSAC stand ready to
serve as equal partners with both the Federal Government and
with local communities to improve the Nation’s preparedness sys-
tem, to make Federal investments more efficient by recommending
changes and improvements in performance metrics, and hoping to
reform preparedness grant programs to build State capabilities to
achieve that goal of a more secure and resilient Nation for our fu-
ture.

I thank you for the opportunity to testify before the committee
today on behalf of California National Governors Association, and
I look forward to working with you to create a prepared and resil-
ient country. Thank you very much.

[The prepared statement of Mr. Ghilarducci follows:]

PREPARED STATEMENT OF MARK GHILARDUCCI

SEPTEMBER 19, 2013

Thank you Chairman Brooks, Ranking Member Payne, and Members of the sub-
committee for holding this hearing. My name is Mark Ghilarducci. I am director of
the California Governor’s Office of Emergency Services and the homeland security
advisor to Governor Edmond G. Brown Jr.
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It is my privilege to appear on behalf of both the National Governors Association
(NGA) and the Governors Homeland Security Advisors Council (GHSAC), which rep-
resents Governors’ homeland security advisors of the 55 States, territories, and com-
monwealths as well as the District of Columbia. Governors and their homeland se-
curity advisors appreciate the opportunity to appear before you to provide the State
perspective in this important dialogue about National preparedness and intergov-
ernmental engagement.

A “WHOLE-COMMUNITY” APPROACH HAS BEEN KEY TO PREPAREDNESS

Governors are committed to leading State-wide efforts to build and sustain the ca-
pabilities required to meet local needs and address National homeland security pri-
orities. The National Preparedness Reports (NPR) of the last 2 years have made it
clear that our Nation’s level of preparedness has vastly improved since September
11, 2001. This is the result of not only an increased focus on community prepared-
ness since 9/11 and Hurricane Katrina, but also a decade’s worth of Federal invest-
ment and engagement at the State and local level.

Intergovernmental and public-private collaboration, effective coordination, and en-
hanced communication are key elements in achieving a “whole-community” ap-
proach to National preparedness. These concepts have been recently demonstrated
in a number of ways, including: The improved preparation and response to Hurri-
cane Sandy; the support provided by State and local fusion centers on numerous
successful criminal and terrorism investigations, such as the Boston Marathon
bombing; the on-going implementation of a Nation-wide public safety broadband
network; the use of National Guard dual-status commanders to coordinate State and
Federal military forces during an emergency; and the development and implementa-
tion of the National Preparedness System (NPS).

Unfortunately, our progress could be put at risk by a number of significant,
emerging challenges, including:

e a growing number of homeland security threats and hazards facing States and

communities such as those related to cybersecurity;

e a suite of Federal preparedness grant programs whose structure no longer

aligns with the current economic or security environment; and

e a newly-established doctrine on National preparedness, which has shown early

promise, but needs time and fine-tuning to be truly effective in the long term.

Active Federal-State engagement will be critical to addressing these challenges
and ensuring that positive trends in our Nation’s level of preparedness are not re-
versed. Neither the Federal Government nor States can address any of these issues
independently. In an era of constrained budgets, all levels of government must do
more with less. Unity of effort is no longer an aspiration, but an imperative to meet
both the needs of our communities and the National Preparedness Goal of “a more
secure and resilient Nation.”

ENGAGEMENT IS KEY IN ADDRESSING STATE CYBERSECURITY NEEDS

States and the Nation face an expanding range of homeland security threats that
have moved beyond the traditional physical domain and now includes cyberspace.
In fact, while this year’s updated NPR highlighted forward movement on Federal
efforts to strengthen its cybersecurity posture in the last year, a majority of State
Preparedness Reports (SPR) ranked cybersecurity as one of the weakest core capa-
bilities at the State level.l

Governors and their homeland security advisors are aware of the rising cybersecu-
rity risk facing public and private-sector entities within their States. Many are ac-
tively engaged in efforts to develop threat prevention, remediation, response, and re-
covery strategies to enhance security and improve resiliency against attacks. Be-
cause of the speed and evolving nature of this threat, however, States must take
full advantage of Federal resources and expertise they can leverage to protect State
systems and address current gaps in capabilities. Active Federal-State engagement
will identify additional opportunities to collaborate on strategic planning, coordinate
on incident response, and share information on potential threats.

To support this need, NGA established the Resource Center for State Cybersecu-
rity (Resource Center), co-chaired by Maryland Governor Martin O’Malley and
Michigan Governor Rick Snyder. The Resource Center brings together representa-
tives and experts from key State and Federal agencies and the private sector to pro-
vide strategic and actionable policy recommendations that Governors can adopt to
craft and implement effective State cybersecurity policies and practices. Next week

1Federal Emergency Management Agency, 2013 National Preparedness Report, March 30,
2013, p. ii.
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here on Capitol Hill, the Resource Center will release A Governors’ Call to Action
on State Cybersecurity that will provide five key recommendations Governors can
implement in the near term to address cybersecurity within their State.

For its part, the Federal Government can expand its level of engagement with
States by improving information sharing; better leveraging State and local fusion
centers to share intelligence information and mitigate cyber threats; assisting with
cyber incident response planning; and working through the Council of Governors to
build and enhance the role of the National Guard to support State cybersecurity
needs. As States seek to make investments to build cybersecurity capabilities, they
also need the flexibility to prioritize Federal grant funding for such uses—an option
not fully available today.

FEDERAL GRANTS CAN BETTER ALIGN WITH PREPAREDNESS PLANNING

In the last decade, Federal, State, and local governments have invested billions
to strengthen homeland security and emergency preparedness. States continue
using homeland security grant funds to develop and sustain core capabilities such
as intelligence fusion centers, State-wide interoperable communications, specialized
response teams, and citizen preparedness programs.

While the number of threats and hazards facing States and the Nation has in-
creased, Federal support for State and local preparedness efforts has steadily de-
creased. Federal, non-disaster preparedness grant funding has dropped 75 percent
since 2003. This reduction, combined with State and municipal budget challenges,
has significantly limited the ability of State and local governments to build new ca-
pabilities, sustain prior investments, and maintain forward momentum with pre-
paredness efforts.

The NPS and its components are intended to ensure the most effective and effi-
cient use of resources across the preparedness spectrum. While the NPS was estab-
lished as a framework to better enable States to prioritize projects, the structure
of the grant programs themselves has changed very little since their inception. As
currently designed, the preparedness grant programs are often duplicative. Statu-
tory restrictions on the use of funds and shortened performance periods reduce
States’ flexibility and compound administrative burdens. Grant programs should ap-
propriately align with the NPS to better link Federal investments to capability tar-
gets and National preparedness objectives. Reform is essential to ensure that lim-
ited Federal funds go towards priority projects for States and communities, while
providing the most value to all taxpayers.

The National Preparedness Grant Program (NPGP) proposed by the Federal
Emergency Management Agency (FEMA) is a good first step to addressing many of
the challenges with the current suite of grant programs. While not endorsing the
NPGP, NGA sent a letter (attached) in May to Chairman Michael McCaul and
Ranking Member Bennie Thompson to articulate States’ appreciation of the proposal
and calling for comprehensive grant reform. Included with the letter was a set of
Governors’ principles on grant reform to help inform Federal efforts to restructure
and streamline these programs. Federal, State, and local engagement on grant re-
form is on-going, but could be more active. States will continue to work with Con-
gress, FEMA, and their partners at the local level to develop a reform proposal to
make preparedness grants more measureable, accountable, and flexible to meet the
needs of our communities.

IMPLEMENTATION OF THE PREPAREDNESS SYSTEM CAN BE IMPROVED

Post-Hurricane Katrina, the focus of National preparedness efforts was expanded
to an all-hazards approach to meet the challenges of both terrorist events and nat-
ural disasters. As the list of potential threats and hazards expanded, so too did
States’ interpretation of how and where funding and attention should be prioritized.
There was no systematic approach to measure the Nation’s level of preparedness or
the long-term value of the $40 billion Federal investment through preparedness
grant programs.

A number of statutory and administrative changes have been introduced to ad-
dress gaps in Federal policy and streamline processes including the Post-Katrina
Emergency Management Reform Act of 2006 and Presidential Policy Directive 8
(PPD-8) issued in 2011. These reforms attempt to provide a roadmap for all levels
of government to assess risk and build capabilities using a whole-community ap-
proach. Many deliverables required by PPD-8 are still in various stages of develop-
ment and will likely take years to fully implement. Despite this protracted time
table, establishing a standardized, Government-wide planning doctrine for disaster
management would be a significant achievement. The NPS is intended to be a col-
lective effort to provide valuable insight into National-level risks and ensure that
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investments are targeted appropriately. States are doing their part through NPS

deliverables such as the State Preparedness Report and the Threat and Hazard

Identification and Risk Assessment (THIRA). Through these processes, States are

working hard to understand their level of risk to a broad array of threats and the

capabilities needed to address them.

Implementing the SPR and THIRA, however, is not without its challenges. De-
spite FEMA’s efforts to engage with States on their concerns, many problems re-
main unresolved. States recommend the following steps to improve Federal-State
engagement on the NPS, streamline planning processes and make the system work
in a truly integrated and synchronized manner:

o Existing relationships with State stakeholder groups should be better utilized.—
In general, the U.S. Department of Homeland Security (DHS) and FEMA
should take advantage of existing State associations and councils, such as the
GHSAC, to help solicit input and feedback on NPS guidance and programs. As
much as FEMA and the Federal Government are leading these efforts, effective
collaboration must go both ways. Innovations at the State level in these areas
(éan better inform the development of Federal guidance and operating proce-

ures.

e Federal outreach must happen earlier with more time allotted for feedback.—
While DHS has reached out to State stakeholders during the development of the
NPS and planning frameworks, it has concurrently solicited State, local, Tribal,
and territorial (SLTT) input on a series of other draft planning documents (in-
cluding the National Infrastructure Protection Plan). This has made it a chal-
lenge for some stakeholders to prioritize feedback requests and provide a timely
response under the tight deadlines provided. If DHS seeks meaningful input
from SLTT stakeholders, a reasonable amount of time—certainly more than a
couple of weeks—must be offered.

o FEMA must connect the dots on the NPS.—Engagement on specific parts of the
NPS such as the THIRA has been adequate. There has been less guidance, how-
ever, on how the SPR, THIRA, and other parts of the NPS will develop into a
cohesive “system” that will meet the National Preparedness Goal. States will be
leading efforts to evaluate overall progress and integrate processes into stand-
ard operating procedures. FEMA must provide the SLTT community with a bet-
ter understanding of how NPS processes are integrated to meet objectives and
measure performance over time. As new guidance and revised plans are rolled
out in the coming months and years, technical assistance and consistent collabo-
ration with State and local partners must remain a priority for DHS.

e The NPS should be given time to mature.—Prior to PPD-8 and the NPS, Fed-

eral processes, policy, and grant guidance lacked an integrated framework, con-
sistent methodology, or adequate metrics for measuring performance over time.
To gain the SLTT community’s continuing support of these efforts, processes
and doctrine must remain consistent, deliberate, and stable. In many ways, in-
stituting the NPS will require a cultural shift and changes to entrenched bu-
reaucracies. Stability will ensure that new processes and procedures have the
opportunity to take root within all levels of government and are fully integrated
between all stakeholders as the NPS is designed.
Elements of the NPS need to be aligned and synchronized.—A key objective of
the NPS is to ensure that decisions regarding incident management and re-
source allocation are informed by both National-level priorities and the recip-
rocal needs of States, local communities, and surrounding regions. Recently, re-
gional THIRAs were performed by FEMA Regional Offices before State THIRA’s
were complete. For the NPS to be effective and efficient, schedules and dead-
lines on deliverables should be synchronized and better-aligned with State ac-
tivities. This small but important change will provide senior leadership at all
levels with a shared situational awareness about the risks, capabilities, assets,
and resources that exist across and within jurisdictions.

e Promote shared awareness of regional resources and expand mutual-aid capa-
bilities.—Knowledge of regional assets and capabilities is critical for State pre-
paredness and response planning. All 50 States, the District of Columbia, the
U.S. Virgin Islands, and Puerto Rico are signatory to the Emergency Manage-
ment Assistance Compact (EMAC). As the recent 2013 NPR indicated, however,
many States are not accounting for the resources and assistance available in
neighboring States as part of their capabilities assessments. FEMA can provide
better coordination through its regional offices to facilitate mutual aid agree-
ments between States and the FEMA regions. In an era of tightened budgets
and declining Federal grant funding, leveraging resources across jurisdictions is
essential to meet both State-wide preparedness requirements and National ob-
jectives.
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STATES ARE PARTNERS IN MEETING PREPAREDNESS GOALS

Per the 2013 NPR, States continue to deal with gaps in several core capabilities
including cybersecurity and those that are recovery-focused such as housing. As
States seek to build these capabilities, sustained collaboration and communication
with Federal partners will be critical. The NPS is intended to provide an “all-of-na-
tion” approach for building and sustaining a cycle of preparedness activities over
time. Significant progress has been made over the last 2 years to standardize proc-
esses and create a common doctrine for disaster planning Nation-wide. We are clear-
ly still in the “building” phase, however, and more work remains to be done.

Similar to what are now widely-accepted procedures for incident command, the
NPS will require several years in the field and continued refinement for progress
to be made and measured over time. Programs and processes at each level—includ-
ing preparedness grant programs—must be better-aligned and synchronized to per-
mit each part of the NPS to accurately inform the next. This cascading effect will
ensure that capabilities are prioritized and focused to meet local, State, and Na-
tional needs. Federal engagement must be consistent, deliberate, and transparent
as new guidance is issued and as stakeholder feedback is acquired.

Governors and the GHSAC stand ready to serve as partners with the Federal
Government and local communities to improve the NPS, reform preparedness grant
programs to improve efficiency, and build capabilities to address threats across all
domains including cyberspace.

ATTACHMENT.—LETTER FROM THE NATIONAL GOVERNORS ASSOCIATION

JUNE 10, 2013.
The Honorable THOMAS CARPER,
Chairman, Committee on Homeland Security and Governmental Affairs, United
States Senate, Washington, DC 20510.

The Honorable ToM COBURN,
Ranking Member, Committee on Homeland Security and Governmental Affairs,
United States Senate, Washington, DC 20510.

The Honorable MICHAEL McCAUL,
Chairman, Committee on Homeland Security, United States House of Representa-
tives, Washington, DC 20515.

The Honorable BENNIE THOMPSON,
Ranking Member, Committee on Homeland Security, United States House of Rep-
resentatives, Washington, DC 20515.

DEAR CHAIRMAN CARPER, RANKING MEMBER COBURN, CHAIRMAN MCCAUL, AND
RANKING MEMBER THOMPSON: The Nation’s Governors thank you for supporting
State and local homeland security preparedness programs. Over the past decade,
these programs have strengthened our ability to detect and prevent terrorist attacks
and respond to catastrophic emergencies. Despite this progress, recent events such
as the Boston Marathon bombing and Hurricane Sandy remind us that threats to
our communities continue to evolve. To confront today’s dynamic threats, Federal
homeland security grant programs must be restructured to streamline processes and
ensure the most effective use of taxpayer dollars. We urge you to support common-
sense reforms and stand ready to work with you to find solutions to our Nation’s
most pressing homeland security challenges.

In the wake of the terrorist attacks of September 11, 2001, nearly 20 programs
were established to help State, territorial, Tribal, and local governments prepare for
and respond to terrorist attacks, natural disasters, and other emergencies. Together,
these programs have invested billions in Federal and State funds to build and
strengthen critical capabilities such as intelligence information sharing, interoper-
able emergency communications, bomb detection, and hazardous materials response.
By serving as the central point of coordination among multiple jurisdictions and
functional areas, States have played a key role in ensuring that scarce resources are
used effectively to meet identified National priorities while being tailored for re-
gional needs.

Today, while all levels of government are better-equipped to handle a range of
emergencies, whether man-made or naturally-occurring, we face new emerging
threats such as cyber-attacks and home-grown violent extremism. To actively ad-
dress these new risks, State and local public safety officials require greater flexi-
bility than the current homeland security grant framework allows. The current
grants structure does not properly incentivize collaboration between local govern-
ments and State agencies, which can lead to duplication of effort and restricts the
dedication of resources to areas of most critical need. Thoughtful reform of these
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grant programs can ensure the efficient and effective use of taxpayer dollars while
protecting our citizens and our way of life.

The Federal Emergency Management Agency (FEMA) has proposed a new Na-
tional Preparedness Grant Program (NPGP) to replace the current suite of grants.
This proposal addresses many of the challenges States face with the current suite
of grant programs. While we have concerns about portions of the NPGP, we applaud
FEMA for putting forward a comprehensive proposal and believe it is a good first
step toward meaningful reform.

The Nation’s Governors stand ready to work with you to improve these important
grant programs and offer the attached set of reform principles to help guide this
effort. We look forward to working with you to continue to strengthen the partner-
ship among all levels of government to prepare for and respond to emergencies.

Thank you for your consideration.

Sincerely,
GOVERNOR MARTIN O’'MALLEY,
Chair, Health & Homeland Security Committee.

GOVERNOR BRIAN SANDOVAL,
Vice Chair, Health & Homeland Security Committee.

ATTACHMENT.—GOVERNORS’ PRINCIPLES FOR HOMELAND SECURITY GRANT REFORM

The Department of Homeland Security provides State and local governments with
preparedness grant funding that provides support for developing and maintaining
critical homeland security and emergency management capabilities. Over the last
several years, these grant funds have been significantly reduced. With decreased
funding expected for the foreseeable future, Congress and the administration are re-
examining the grant programs in order to make them more flexible and effective.

Currently, there are 18 major preparedness grant programs administered by the
Department of Homeland Security. Many of these programs often overlap with oth-
ers, creating unintended inefficiencies and unnecessary administrative burdens. In
addition, changing program requirements often make the current structure complex
and burdensome to States.

Governors are supportive of efforts to reform these programs. As reform proposals
are considered by Congress and the administration, Governors offer the following
principles:

Principles:

e Grants should be risk-based but continue to provide each State and territory
funding to support critical homeland security and emergency management capa-
bilities, including personnel costs and the sustainment of investments.

e Funding should focus on developing, enhancing, and sustaining common core ca-
pabilities.

e The Federal Government should work with States and territories to develop
consistent methods to measure or assess progress in achieving common core ca-
pabilities.

e Grant funding should be distributed through States and territories to enhance
regional response capabilities, avoid duplication of effort, and ensure awareness
of gaps in capabilities.

e Consistent with current law, States should be permitted to use a portion of the
grant funds for management and administration in order to coordinate the effi-
cient and effective use of grant funds, provide necessary oversight, and comply
with Federal reporting requirements.

e Any reform to the current grant programs should provide States with flexibility
to determine which priorities should be funded and where investments should
be made within their borders.

e Any grant program should allow flexibility for any State cost-share require-
ments.

e The Federal Government should provide clear, timely, and explicit guidelines
for conducting threat assessments and how those assessments will be used to
determine base-level funding.

e The Federal Government should be more transparent with States in sharing the
data used to populate the funding formula/algorithm. States should be provided
V{lithda centralized point of contact and reasonable time to review and inform
the data.

e The Federal Government should ensure that reforms eliminate inefficiencies, do
Islot duplicate efforts, and do not place additional administrative burdens on

tates.

. é}rants should allow for multi-year strategic planning by States and local juris-

ictions.
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Mrs. BROOKS. Thank you, Mr. Ghilarducci.
The Chairwoman now recognizes Mr. Walker for 5 minutes.

STATEMENT OF JEFFREY W. WALKER, SENIOR EMERGENCY
MANAGER, LICKING COUNTY, OHIO, TESTIFYING ON BEHALF
OF THE INTERNATIONAL ASSOCIATION OF EMERGENCY
MANAGERS

Mr. WALKER. Chairman Brooks, Ranking Member Payne, and
distinguished Members of the subcommittee, thank you for allow-
ing me the opportunity to provide testimony on this important
topic. I am Jeffrey Walker, the president of the International Asso-
ciation of Emergency Managers to the U.S. Council. I served 13%2
years as director of the Licking County, Ohio, office of homeland
security and emergency management.

We appreciate the opportunity to talk about the gains that have
been made in preparedness, the remaining challenges, some local
p}(larspectives on capability, and the further steps needed to enhance
them.

At the local government level, emergency managers play an es-
sential role bringing together the stakeholders, public, private, and
non-governmental organizations for a cohesive and workable plan
and response to a disaster. They have the responsibility to ensure
horizontal coordination between the departments of local govern-
ment and vertical coordination between local, State, and Federal
governments.

They are responsible for making sure that all missions of emer-
gency management, mitigation, preparedness, response, and recov-
ery, are able to be accomplished at the local level. Let’s review
some tools that allow emergency managers to perform their vital
role in National preparedness.

The Federal emergency management agencies, Emergency Man-
agement Performance Grants is vital funding to local emergency
managers and has been called the “backbone” of emergency man-
agement systems.

The EMPG is fundamentally different from the post-September
11, 2001, homeland security grants. It goes back to the 1950s, re-
quires a 50/50 cost match, and requires various performance meas-
ures.

All disasters start and end at the local level, which emphasizes
the importance of building and sustaining this capability at the
local government level. The EMPG funding should not be invested
exclusively in State governments alone. Funding from EMPG fre-
quently makes a difference as whether or not a qualified person is
present to perform these duties in a local jurisdiction.

One of the challenges of local emergency managers is to get indi-
viduals and families to take action to be well-prepared. We wel-
come FEMA’s efforts to bring a more scientific basis to this effort.

FEMA’s Emergency Management Institute, located in Emmits-
burg, Maryland, provides vitally-needed training. The crown jewel
of emergency management training and doctrine has made
progress over the past 3 years in the development of programs for
State and local emergency managers, particularly, the development
of the Emergency Management Professional Program which in-



25

cludes National emergency management foundations, leadership,
and executive academies.

TAEM-USA is an active participant in developing the National
planning system curriculum. We look forward to the final product
which will be focused on moving planners from all disciplines to the
same common operating picture and lexicon, which will increase
awareness of their impact on emergency management.

Congress frequently hears about Federal programs being rolled
out without consulting with stakeholders. There has been extensive
consultation with stakeholders making this program stronger.

Emergency management capabilities are being built across our
Nation at the local government level. For example, the locals in the
State of Mississippi have built a strong partnership to prepare for
a wide array of hazards.

Mississippi passes through a minimum of 60 percent of its allo-
cated EMPG funding to local government emergency management
offices and spends the remainder on programs designed for local
support. After Hurricane Katrina, the Mississippi locals identified
their highest priority mitigation actions, and the Mississippi Emer-
gency Management Agency worked with them and FEMA to fulfill
those priorities, particularly, generators, shelters, and safe rooms.

Another capability, local capability, is a Metropolitan Medical Re-
sponse System. Every MMRS jurisdiction has its success stories.
Success as an on-going critical analysis can be attributed to the
MMRS planning, training, and coordination, which has been rep-
licated across the United States.

Since 2012, MMRS has not been funded as a Department of
Homeland Security stand-alone program, but it is allowable ex-
pense to be decided at the State and local level. Many of these val-
uable programs are facing extinction. In these challenging eco-
nomic times, it is important to know what the return on invest-
ment is for our preparedness dollar.

We know what a prepared community should look like. IAEM—
USA released a paper titled, “Preparedness, a Principled Approach
to Return on Investment,” which is available on our website. The
paper articulates a framework based on the “Principles of Emer-
gency Management” that should be used to derive meaningful ob-
jectives and measures for preparedness grants as we try to reach
that goal.

In conclusion, the assessment of our Nation’s preparedness is
neither simple nor straightforward. We continue to make progress
towards the goal a prepared community with our key partners at
the local, State, and Federal levels of government, private enter-
prise, and non-governmental organizations. Thank you.

[The prepared statement of Mr. Walker follows:]

PREPARED STATEMENT OF JEFFREY W. WALKER

SEPTEMBER 19, 2013

Chairman Brooks, Ranking Member Payne, and distinguished Members of the
subcommittee, I would like to thank you for allowing me the opportunity to provide
testimony on this important topic.

I am Jeffrey Walker, the president of the International Association of Emergency
Managers, U.S. Council. I served 13% years as director of the Licking County, Ohio
Office of Homeland Security and Emergency Management.
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TAEM-USA is our Nation’s largest association of emergency management profes-
sionals, with 5,000 members including emergency managers at the State and local
government levels, Tribal nations, the military, colleges and universities, private
business, and the nonprofit sector. Most of our members are U.S. city and county
emergency managers who perform the crucial function of coordinating and inte-
grating the efforts at the local level to prepare for, mitigate the effects of, respond
to, and recover from all types of disasters including terrorist attacks.

We appreciate the opportunity to talk about the gains that have been made in
preparedness, the remaining challenges, some local perspectives on capabilities and
the further steps needed to enhance them.

Like an imposing and beautiful edifice is made up of individual parts, so goes our
National preparedness. The brick and stone of preparedness in our local jurisdic-
tions make up the walls of State preparedness, which together, form the overall
shape of National preparedness. While we admire the look and design of the final,
overall edifice, we must appreciate the value and importance of the individual parts
that make the construct assume its final shape.

And, like the fact that the building will not stand without the individual bricks
and stones supporting the overall structure, so too, goes our National preparedness.

At the local government level, the emergency managers play an essential role—
bringing together the stakeholders (public/private/and non-governmental organiza-
tions) for a cohesive and workable plan in response to a disaster. They are the peo-
ple who are charged with the responsibility to ensure horizontal coordination be-
tween the departments of local government and vertical coordination between local
governments, State governments, and the Federal Government. They are respon-
sible for making sure that all missions of emergency management (mitigation, pre-
paredness, response, and recovery) are able to be accomplished at the local level.

Let us take a look at some of the tools that allow local Emergency Managers to
perform their vital role in National preparedness.

EMERGENCY MANAGEMENT PERFORMANCE GRANT

The Federal Emergency Management Agency’s (FEMA) Emergency Management
Performance Grant (EMPGQG) is vital funding to local emergency managers and has
been called the backbone of the Emergency Management System. EMPG is fun-
damentally different from the suite of post-September 11, 2001 homeland security
grants. EMPG has a history stretching back to the 1950’s when it was recognized
that there was a Federal interest in building emergency management capacity at
the State and local levels. Its original authorization was in the Civil Defense Act
of 1950, as amended. EMPG requires both State governments and local governments
to invest 1 local dollar for each grant dollar received. It also requires various per-
formance measures in order to continue participation. IAEM-USA recognizes that
all disasters start and end at the local level which emphasizes the importance of
building and sustaining this capacity at the local governmental level—and EMPG
funding should not be invested exclusively in State governments alone. Funding
from EMPG frequently makes a difference as to whether or not a qualified person
is present to perform these duties in a local jurisdiction. We are grateful that Con-
gress has recognized the importance and uniqueness of EMPG by supporting that
it be maintained as separate account within FEMA. It is important to have a grant
focused on building emergency management capability for those entities at the local
government level statutorily charged with the responsibilities of coordinating miti-
gation, preparedness, response, and recovery.

INDIVIDUAL AND FAMILY PREPAREDNESS

One of the challenges of local emergency managers is to encourage individuals
and families to prepare. A report called “Preparedness in America: Research In-
sights to Increase Individual, Organizational, and Community Action” was released
in September 2013 by FEMA. The report acknowledges, “[als disasters continue to
impact our Nation, the role of individuals and the importance of engaging all sectors
in reducing the impact of disasters has become increasingly evident. (Page 1)”

It is clear to me that in America there are many factors that influence how pre-
paredness becomes relevant to each and every citizen. The attitudes and the experi-
ences of our citizens either encourage or discourage them from taking preparedness
seriously. When preparedness information is provided for where we live, work, and
play it must be easy to understand and apply. Opportunities to review, discuss, and
exercise family preparedness plans help make preparedness a personal goal. Unless
we become personally committed to being prepared we will not be ready for the next
disaster or emergency. Each community has various “networks” that need to be en-
couraged to join the preparedness “team.” Only when the time is taken to reach out
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and educate these networks about the need for personal preparedness will the whole
community plan be successful.

EMERGENCY MANAGEMENT INSTITUTE (EMI)

The Emergency Management Institute (EMI), located in Emmitsburg, Maryland,
provides vitally-needed training to State, local, and Tribal government emergency
managers through on-campus classes, a curriculum developed for field deployment
and distance learning. This “crown jewel” of emergency management training and
doctrine has made tremendous progress over the past 3 years in the development
of vitally-needed training programs for State and local emergency managers.

We are particularly pleased with the progress made in the development of the
Emergency Management Professional Program (EMPP) which includes the National
Emergency Management Foundations, Leadership and Executive Academies. These
multi-course academies will enhance the education and training opportunities of the
current and next generation of emergency managers by focusing content on the criti-
cally important core competencies which were developed as part of the project.

NATIONAL PLANNING SYSTEM

TAEM-USA is an active participant in developing the National Planning System
(NPS) Curriculum. We look forward to the final product which will be focused on
moving planners from all disciplines to the same common operating picture and lexi-
con, which will increase awareness of their impact on Emergency Management. For
example, municipal planners should be aware of the hazards within the community
}S10 thac{: they avoid development and construction within the areas impacted by the

azard.

The NPS efforts have strongly engaged the stakeholders in identifying ways to be
more inclusive of Emergency Management. We cautioned them to not start from
scratch. Instead, we suggested that they identify the gaps and develop steps to re-
move them by implementing courses that provide the skills necessary.

The stakeholders participating in this effort ranged from certified planners, the
Military, the FBI, State and local law enforcement, FEMA, local emergency man-
agers, National Flood Plain Managers, land-use planners, and many others.

The new training curriculum results in the potential of up to three certificates for
those with successful completion. It provides a challenge to planners, enhancing
their existing knowledge. Planning is at the core of what we do in emergency man-
agement. If the work invested in building the foundation of the NPS is carried
through the rest of this project, IAEM-USA is confident the training will have a
great deal of validity.

Congress frequently gets to hear about Federal programs being rolled out without
consulting with stakeholders. We’re here to let you know that this one is not one
of those programs. There has been extensive consultation with the stakeholders, and
this program will be the better for it. By building on what has gone before and by
being inclusive of a wide range of stakeholders this program will be well-built. This
is a program that we expect to have follow-through that results in actions that will
have a meaningful impact on our preparedness.

BUILDING LOCAL CAPABILITIES

Emergency Management capabilities are being built across our Nation at the local
government level. Many of the local jurisdictions—as well as the State of Mis-
sissippi—are being very active in building emergency management capabilities at
the local level. Mississippi is subject to a wide array of hazards including hurri-
canes, tornadoes, floods, ice storms, earthquakes, and technological hazards. To-
gether, the locals and the State of Mississippi have built a strong partnership to
prepare for these hazards. Mississippi passes through a minimum of 60% of its allo-
cated EMPG funding to local government emergency management offices and
spends the remainder on programs designed to support locals.

In the aftermath of Hurricane Katrina, the local jurisdictions in Mississippi iden-
tified what their highest priority mitigation actions were, and the Mississippi Emer-
gency Management Agency worked with them and FEMA to fulfill those priorities.
Hundreds of generators were purchased for shelters and critical infrastructure iden-
tified by the locals. Over 120 community “safe rooms” and “361” shelters with a ca-
pacity of over 50,000 were constructed to provide individuals, communities, and
schools with a place to take shelter from natural hazards in Mississippi.

Another local capability being built is the Metropolitan Medical Response System
(MMRS). It has played a critically important role in a number of communities, but
today I'd like to share with you a story from Huntsville, Alabama about MMRS and
also provide some background on the program.
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One of our JAEM-USA members, John “Rusty” Russell is the Emergency Manage-
ment Director for Huntsville, Alabama. He tells me that MMRS funding has been
the cornerstone of their medical and responder team building since 2002. They have
been able to develop plans and build medical response capability in 14 counties
across north Alabama. They were able to provide training and exercises that have
added cohesion to the way traditional responders and medical professionals work to-
gether during emergencies.

In November, 2007, a Huntsville City School bus with a driver and 41 students
plunged 75 feet from an interstate overpass in Huntsville. The bus landed vertically
and toppled over killing three students and injuring several others. The response
was immediate and working within the MMRS plan 40 students were transported
to two major hospitals within the first 50 minutes after the accident. The actual
emergency part of the response was quickly and definitively over after 1 hour al-
though the media frenzy and the investigation lasted for months. The very same re-
sponders and hospital personnel had participated in an eerily similar exercise just
days before which involved a simulated airplane crash.

Since the inception of the MMRS program in 1996 under the then U.S. Health
Resources and Services Administration it grew to 124 jurisdictions covering approxi-
mately 75% of the U.S. population. MMRS programs began building health care coa-
litions 12 years before the recent initiative by the assistant secretary for prepared-
ness and response (ASPR) at the Department of Health and Human Services (HHS).
The latest guidance for the HHS Funding Opportunity Announcement is similar in
intent and uses wording similar to the original MMRS jurisdiction deliverables. The
MMRS program was moved to the U.S. Department of Homeland Security in 2004
and continued to build cross-disciplinary public health and medical emergency capa-
bilities in accordance with Federal guidance under the Target Capabilities List.

Every MMRS jurisdiction has its success stories. In recent years MMRS-built pre-
paredness and response capabilities were used in Pima County, Arizona to respond
to the “Gabby Giffords” shooting, in the Aurora, Colorado theater shootings, and at
the Boston Marathon bombings. Successes and on-going critical analysis can be di-
rectly attributed to MMRS planning, training, and coordination, which has been rep-
licated across the United States. As a country we are facing the very real possibility
that these valuable resources and capabilities will fade away as Federal agencies
decide what the priorities of the locals should be and seem to ignore the MMRS suc-
cess story. Since 2012 MMRS has not been funded as a U.S. Department of Home-
land Security stand-alone program, but is an “allowable expense” to be decided at
the State level. Some MMRS jurisdictions have fortunately still received some fund-
ing for MMRS activities, but a majority of MMRS jurisdictions face certain “extinc-
tion” within the next 12 months if they do not receive sustainment funding. The
final year of the MMRS program funding (Federal fiscal year 2011) was approxi-
mately $28 million; dollar-for-dollar those funds have yielded the greatest return on
preparedness funds than any other U.S. DHS program. A minority of MMRS juris-
dictions may be absorbed into other systems but the reality is the capabilities that
have been built will be lost. The newer initiative from U.S. HHS ASPR is starting
from ground zero in its endeavors to build health care coalitions based on the whole-
of-community approach and in many States it is a hospital-centered program for
which inter-agency cooperation can be an afterthought. The best realistic result
would be for U.S. HHS ASPR to receive increased funding to then directly fund and
reinvigorate the MMRS program and enhance and expand what has already been
built to include more communities. The top-down program driven at the State level
does not have as great of a chance to succeed when it sometimes disregards the
locals which are the community in whole-of-community.

MEASURING PREPAREDNESS

TAEM-USA released a paper called “Preparedness: A Principled Approach to Re-
turn on Investment.” htip://www.iaem.com/documents/Preparedness-Principled-
Approach-to-ROI-11Aug2011.pdf. (Overview available at http:/ /www.iaem.com | doc-
uments [ overview-ROI pdf)

Challenging economic conditions have meant that, in addition to the Federal Gov-
ernment, local, State, Tribal, and territory jurisdictions have also been carefully ex-
amining where they will invest their resources. All resource investments are being
evaluated including those related to emergency management. Specifically, local,
State, Tribal, and territory jurisdictions, and Congress want to know “How can we
tell if we are getting a return on our investments in emergency management?”

The answer to this question has been historically delivered through reciting anec-
dotal stories or visually displaying data related to the things we can count—what
we have purchased and activities we have undertaken—in maps, charts, tables, and
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graphs. Unfortunately, these stories and data have had little meaning absent a
framework against which to interpret them.

Jurisdictions at all levels invest in emergency management preparedness activi-
ties to ensure, to the degree possible, that their jurisdiction is ready to efficiently
and effectively respond to and recover from hazard events. Thus, the question we
must answer when considering return on investment related to emergency manage-
ment is, “T'o what extent are we prepared?” To this point jurisdictions at all levels
have not been able to answer this question satisfactorily.

It may be easiest to introduce what a meaningful framework against which to
measure preparedness would entail if we first begin at the end with IAEM-USA’s
vision of what a prepared jurisdiction (at any level) would look like.

A prepared jurisdiction is one that engages in preparedness actions guided by pro-
fessional emergency managers and professional emergency management programs.
The jurisdiction’s preparedness actions are driven by the risks that they face. The
jurisdiction has comprehensively considered all known hazards, vulnerabilities, and
possible impacts and actively engages in preparedness actions related to mitigation,
response, and recovery. The jurisdiction is progressive by incorporating innovations,
technologies, and best practices as they ready themselves for future hazard events.
The jurisdiction’s preparedness actions have provided a legitimate basis upon which
to act in the wake of hazard events but are not so rigid as to lack the flexibility
to respond to unanticipated issues. The stakeholders in the jurisdiction (e.g., fire,
police, public works, elected officials) are integrated by their use of common tech-
nologies, systems, and management processes. The jurisdiction operates in a collabo-
rative organizational environment wherein inclusiveness, relationships based on
trust, on-going interactions between stakeholders, open communication, and con-
sensus-based decision making are the norm. And, finally, the prepared jurisdiction
would be coordinated; the stakeholders within the jurisdiction would know and ac-
cept their roles, have identified the procedures necessary to fulfill their roles, and
have practiced the fulfillment of their roles in conjunction with other stakeholders.

A prepared jurisdiction is the goal of every emergency management practitioner
and every emergency management program. Bringing about the description above
is the reason emergency management exists. The EMPG program allows emergency
management to work toward these outcomes; therefore, our objectives and measures
associated with EMPG should be designed to measure progress towards these goals.

TAEM-USA suggests in Preparedness that a framework of preparedness outcomes
based on the accepted Principles of Emergency Management (2007) should be used
to derive meaningful objectives and measures for the preparedness grant program
most valued by local emergency managers—EMPG. This argument is supported by
decades of disaster and emergency management research. The outcomes include pro-
fessionalism, risk-driven, comprehensiveness, progressiveness, flexibility, integra-
tion, collaboration, coordination. The fact is the equipment, supplies, and systems
we buy and the activities we undertake with EMPG funds are critical because they
contribute to our ability to achieve these outcomes.

CONCLUSION

In conclusion, the assessment of our Nation’s preparedness is neither simple nor
straightforward. We do know what a prepared community looks like and we con-
tinue to make progress toward that goal with our key partners at the local, State,
and Federal levels of government, private enterprise, and non-governmental organi-
zations.

Mrs. BROOKS. Thank you, Mr. Walker.
The Chairwoman now recognizes Chief Schwartz for 5 minutes.

STATEMENT OF JAMES H. SCHWARTZ, FIRE CHIEF, ARLING-
TON COUNTY FIRE DEPARTMENT, TESTIFYING ON BEHALF
OF THE INTERNATIONAL ASSOCIATION OF FIRE CHIEFS

Chief SCHWARTZ. Thank you, Chairman Brooks, Ranking Mem-
ber Payne, for this opportunity to be here this morning with you
and talk about this important topic. The International Association
of Fire Chiefs represents the leadership of the Nation’s fire, rescue,
and emergency medical services including rural volunteer, metro-
politan career, and suburban combination departments.
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I would like to thank the subcommittee for this opportunity to
share with you some thoughts about our Nation’s preparedness.

Local fire and emergency services are critical players in any ef-
fective system of National preparedness. They respond to all haz-
ards including earthquakes, hurricanes, tornadoes, floods, and
mass casualty events. They also provide a diversity of other serv-
ices including emergency management, community education about
family and personal preparedness, building code enforcement, pro-
tection of critical infrastructure, and information sharing about
threats and risks to their jurisdictions.

The Nation is better prepared today than it was 12 years ago.
Evidence of this fact can be found in the response to natural disas-
ters like the 2011 tornado in Joplin, Missouri, and the Superstorm
Sandy, as well as mass casualty events, like the April 15 bombing
in Boston.

Jurisdictions are developing capabilities to fill those gaps based
on lessons learned from these and many other events. If I could
cite a couple of examples.

On September 11, 2001, the National capitol region was capable
of putting two mass casualty units on the scene of the Pentagon
during that crisis. Today, we have 23 units across the region that
are standardized and completely interoperable. In addition to that,
we have ambulance buses which were a lesson out of the Katrina
emergency where we realized that we needed the capacity to move
large numbers of patients. These buses can move up to 25 patients
at a time.

An issue that has obviously been spoken about a little bit this
morning and is very relevant to our timing here, active-shooter ca-
pabilities. In the northern Virginia region of the National capitol
area, we are in the process of training 3,000 police officers in the
techniques of tactical emergency casualty care, which takes the les-
sons of the war theatres of Afghanistan and Iraq and teaches police
officers and fire fighter EMS personnel how to treat trauma
wounds in the field to save lives.

In addition, some departments have created capabilities to insert
medical providers into an indirect threat zone before a shooter is
subdued, and we look forward to that particular capability being
rolled out across the country over the next several months.

The National Preparedness System depends on local fire and
EMS resources to be adequately staffed, equipped, and trained.
However, the great recession cost Federal, State, and local budget
cuts that have affected the Nation’s response capabilities.

A couple of examples cited by research from the National Fire
Protection Association. Fifty-one percent of all fire departments do
not have enough portable radios to equip emergency responders on
a shift. This is down from 77 percent in 2001, and 75 percent in
2005. Forty-eight percent of all fire departments that are respon-
sible for EMS have not formally trained all their personnel to pro-
vide that service. This percentage is down from 54 percent in 2001.

Sixty-five percent of all fire departments that are responsible for
hazardous materials response have not formally trained all their
personnel to National standards, and this is down from a percent-
age of 73 percent in 2001.
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The IAFC believes that taxpayer funds can and should be used
effectively to improve National preparedness. In order to help
grantees use better Federal grants, the IAFC recommends that
FEMA develop a system for grant recipients to share information
about the successful, and occasional not-so-successful, uses of grant
funds in order to harness information about what we do next.

It seems not very efficient when somebody has created something
very successful to not promote that to be replicated in other com-
munities across the country.

The Nation’s information-sharing efforts are another area in
which National preparedness can be improved. The Nation has de-
veloped an information-sharing regime with 78 fusion centers
around the Nation. Many of these fusion centers lack standardiza-
tion and are in various stages of implementation.

They must continue to focus on collaborating with all stake-
holders including fire and EMS departments and, in addition, it is
important to make sure that these centers provide information for
end-users, local fire, EMS, and law enforcement personnel.

The Joint Counter Terrorism Assessment Team at the National
Counterterrorism Center is another information-sharing tool for
local public safety. This is an effort by NCTC to include local re-
sponders in the intelligence community, so that there is not only
a greater awareness in local communities of what the intelligence
community is producing, but a higher level of understanding within
the community about what locals need in order to make better
preparations.

It is important that local stakeholders also have a role in the
PPD-8 process. From fire to emergency services perspective, all of
the resources, equipment, and personnel, are owned by local juris-
dictions. We are concerned that the State-centered approach identi-
fied in the THIRA and National Preparedness Grant Program pro-
posal and look forward to working on improving these efforts in the
near future.

Fires remain a major threat to the Nation. Overseas terrorists
deliberately used fire as a weapon during 2008 attacks in Mumbai
and at the U.S. Consulate in Benghazi in 2012 to cut access and
draw media attention.

Al-Qaeda magazine Inspire has urged its followers to use fire as
a weapon here in the United States to cause damage and fear. Fire
fighting will remain a major component of an effective National
preparedness system, and we urge the committee to consider this
oversight by FEMA as it reviews PPD-8 progress.

On behalf of the leadership of the Nation’s fire and EMS depart-
ments, I want to thank you for this opportunity to be here this
morning to talk about this important topic, and I look forward to
your questions.

[The prepared statement of Chief Schwartz follows:]

PREPARED STATEMENT OF JAMES H. SCHWARTZ

SEPTEMBER 19, 2013

Good morning, Chairman Brooks, Ranking Member Payne, and Members of the
subcommittee. My name is James Schwartz, chief of the Arlington County (Virginia)
Fire Department and chairman of the Terrorism and Homeland Security Committee
of the International Association of Fire Chiefs (IAFC). The IAFC represents the
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leadership of the Nation’s fire, rescue, and emergency medical services (EMS), in-
cluding rural volunteer fire departments, metropolitan career departments, and sub-
urban combination departments. I would like to thank the subcommittee for this op-
portunity to share with you some thoughts about the Nation’s preparedness.

America’s fire and emergency services play a critical role in our National pre-
paredness system. There are approximately 1.1 million men and women in the fire
and emergency services—approximately 344,000 career fire fighter and 756,000 vol-
unteer fire fighters—serving in over 30,000 fire departments around the Nation.
These fire fighters are the only organized group of American citizens that is neigh-
borhood-based, staffed, trained, and equipped to respond to all types of emergencies.
They respond to all hazards ranging from earthquakes, hurricanes, tornadoes, and
floods, to acts of terrorism, hazardous material incidents, technical rescues, and
fires. Local fire departments also provide a diversity of non-traditional services to
their communities including emergency management; community education about
family and personal preparedness; building code enforcement; protection of critical
infrastructure; and information sharing about threats and risks to their jurisdic-
tions. America’s fire and emergency services also provide a majority of the Nation’s
pre-hospital 9—1-1 emergency medical response.

ARE WE BETTER-PREPARED TO RESPOND TO A MAJOR INCIDENT IN THE HOMELAND?

The terrorist attacks of September 11, 2001 and the catastrophic nature of Hurri-
canes Katrina and Rita in 2005 demonstrated major weaknesses in the Nation’s
ability to prevent, protect, mitigate, respond to, and recover from major all-hazards
events. In the aftermath of these events, the Federal Government, States, counties,
localities, and communities all have taken steps to improve the Nation’s prepared-
ness. The Federal Government created the Department of Homeland Security
(DHS); strengthened the Federal Emergency Management Agency (FEMA); devel-
oped the National Incident Management System (NIMS); and distributed over $38
billion in grants to States and localities to improve the Nation’s preparedness. On
March 30, 2011, President Obama released Presidential Policy Directive/PPD-8, Na-
tional Preparedness, as a further refinement to the Nation’s preparedness system.

As events across the Nation have demonstrated, the Nation is better-prepared
today than it was in the 1990s and early 2000s. While major incidents, both natural
and human-made, will always cause loss to life and property, events such as the
response to the 2011 tornado in Joplin, Missouri; the response to Superstorm Sandy
last year; and the response to the Patriot’s Day bombing in Boston all demonstrate
the strength of the Nation’s emergency preparedness system. Jurisdictions across
the Nation are developing capabilities to fill gaps in their preparedness systems,
and studying these events to learn lessons that can be applied in their communities.

Consider these examples from the National Capital Region (NCR):

e One of the lessons of September 11 was the importance of patient tracking. In
the aftermath of 9/11, it took several days to locate all of the victims that had
been transported from the Pentagon to area hospitals. In response to this prob-
lem, the NCR developed a patient tracking system. Now EMS personnel are de-
ployed with hand-held devices that allow them to scan a victim’s triage tag and
enter basic information about the victim’s identity and pre-hospital care. This
information is transmitted to a regional hospital coordinating center. The center
coordinates the distribution of patients to area hospitals, so that no patients are
lost in the system and no hospitals are overloaded.

e The response to 9/11 also identified the need for greater emergency response ca-
pacity. This capacity needed to be standardized to ensure true interoperability
for an effective response to any crisis. In order to address this challenge, the
NCR developed standardized regional capabilities like mass casualty units and
ambulance buses; bomb teams that coordinate through a regional organization
called Metrotech; and air units to refill fire fighters’ self-contained breathing ap-
paratus during an incident. On 9/11, there were only two mass casualty units
in the NCR, and they were stationed at the airports. Now there are 23 mass
casualty units situated around the region.

e To improve greater coordination, the NCR jurisdictions used funds from the
Urban Areas Security Initiative (UASI) to interconnect the fiber optic networks
built and funded by local jurisdictions to form the “NCR Net.” This system en-
ables the seamless transition of critical data, including information from com-
puter-aided dispatch systems, throughout the region to improve situational
awareness and reduce emergency call processing time.

Many similar examples exist across the Nation. For example, in analyzing the re-

sponse to Hurricane Katrina, many States found that they did not have Intrastate
Mutual Aid Systems that would allow them to deploy fire and EMS resources in a
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timely manner within the State. With the support of FEMA, the IAFC developed
the Intrastate Mutual Aid System (IMAS) program to help States build these mu-
tual aid systems. During the time of Hurricane Katrina, only 4 States had State-
wide mutual aid systems for fire and EMS. Now, because of the IAFC’s work, there
are 34 States with robust mutual aid systems and 12 States that have completed
exercises to their programs and are in the process of being deployable with assist-
ance.

While the majority of investments in preparedness are made by local commu-
nities, it is important to emphasize the role that the Federal Government has
played in enhancing the Nation’s preparedness. The NIMS and its resource-typing
help local authorities from around the Nation identify capabilities and share re-
sources with each other. The preparedness grant programs, administered by FEMA,
help States and localities purchase necessary equipment and training to fill gaps in
their homeland security preparedness. In addition, the Federal grants help to bring
homeland security partners (fire, EMS, law enforcement, private sector, public
health, etc.) together to plan, train, and exercise together. For example, the years
of planning, equipment, and training purchased by Tucson, Arizona, through the
Metropolitan Medical Response System (MMRS) played a major role in the effective
interdisciplinary response to the January 8, 2011, incident involving Representative
Gabrielle Giffords and 19 others.

The Federal Government also is playing a significant role in resolving the problem
of communications interoperability. The Final Report of the National Commission
on Terrorist Attacks upon the United States highlighted the tragic consequences of
the communications interoperability problems that occurred during the 9/11 re-
sponse. The DHS has been focused on resolving this issue since 9/11. Through more
than $13 billion in grants, including the Interoperable Emergency Communications
Grant Program, and the work of the DHS’ Office of Emergency Communications and
the Office for Interoperability and Compatibility, the Federal Government is helping
first responders around the Nation to begin to talk to each other at the State and
regional levels. Last year, Congress passed the Middle Class Tax Relief and Job
Creation Act (Pub. L. 112-96), which allocated 20 MHz of spectrum and $7 billion
to establish a Nation-wide, public safety broadband network. This legislation also
created the First Responder Network Authority, which is doing the preliminary
planning that will allow first responders from different States to respond to a Na-
tional disaster and be able to seamlessly communicate with each other.

AREAS FOR IMPROVEMENT

While the Nation is more prepared for a major all-hazards incident, there is still
a lot of work to do. The Great Recession cut property values and local government
tax receipts, which reduced the amount of funds that State and local governments
could spend on emergency preparedness. A long period of spending cuts and the se-
quester have reduced Federal funds and programs to improve preparedness. The
National Fire Protection Association’s (NFPA) 2011 Needs Assessment provides
some information about how the fire and emergency services have both improved
and still have lots of work to do to become truly prepared.

For example:

e 51 percent of all fire departments that answered the NFPA’s survey do not have
enough portable radios to equip all emergency responders on a shift. This per-
centage is down from 77 percent in 2001 and 75 percent in 2005.

e 51 percent of all fire departments cannot equip all fire fighters on a shift with
self-contained breathing apparatus. This percentage is down from 70 percent in
2001 and 60 percent in 2005.

e 48 percent of all fire departments that are responsible for EMS have not for-
mally trained all of their personnel involved in EMS. This percentage is down
from 54 percent in 2001 and 53 percent in 2005.

e 65 percent of all fire departments that are responsible for hazardous materials
response have not formally trained all of their personnel involved in hazmat re-
sponse. This percentage i1s down from 73 percent in 2001 and 71 percent in
2005.

The National preparedness system depends on local fire and EMS resources to be
adequately staffed, equipped, and trained. FEMA grant programs, such as the As-
sistance to Firefighters Grant program, help to bolster the emergency response ca-
pabilities in jurisdictions that still cannot meet basic needs. However, it is clear that
more work needs to be done.

The IAFC believes that taxpayer funds can—and should—be used effectively to
improve National emergency preparedness. In order to help grantees better use Fed-
eral grant funds, the IAFC recommends that FEMA develop a system for grant re-
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cipients to share information about the successful uses of grant funds to develop ca-
pabilities. For example, as part of the Public Health and Medical Services core capa-
bility defined by PPD-8, FEMA could post information about the NCR’s patient
tracking system. If a jurisdiction was interested in developing this capability using
Federal funds, it could adopt the NCR system for its use and avoid costly mistakes
already experienced elsewhere. In addition, as more jurisdictions adopt each other’s
plans for developing core capabilities, the system will create greater interoperability
of these capabilities across the Nation.

Along with building and sustaining basic emergency response capabilities, the Na-
tion also needs to move forward more aggressively on developing and dispensing
medical countermeasures. As the Nation debates military action over the use of
chemical weapons in Syria, it is important to recognize the need for the Nation to
be prepared for this threat at home. First responders will be on the front lines of
any biological or chemical attack or the outbreak of pandemic influenza. The IAFC
supports H.R. 1791, the Medical Preparedness Allowable Use Act, which would
allow jurisdictions to use homeland security grants to fund the distribution of med-
ical countermeasures to both first responders and their families. The legislation pro-
poses a good use of Federal funds to ensure the health of critical staffing needed
during a catastrophic incident.

The Nation’s information-sharing efforts are another area in which National pre-
paredness can be improved. After being identified as a weakness by the Final Re-
port of the National Commission on Terrorist Attacks upon the United States, the
Nation has developed an information-sharing regime with 78 fusion centers around
the Nation. Many of these fusion centers lack standardization and are in various
stages of implementation. It is important that these fusion centers continue to focus
on collaborating with all stakeholders, including fire and EMS departments. In addi-
tion, it is important to make sure that the fusion centers are providing information
to the end-users in local fire response agencies that is clear, helpful, and actionable.
As the committee determines the next steps in fusion center development, any per-
formance metrics must measure not only the quantity of information passed on to
local stakeholders, but also the information’s quality and if it meets the needs of
the end-users.

One important tool in the Nation’s information-sharing system is the Joint
Counterterrorism Assessment Team (JCAT). This organization is located in the Na-
tional Counterterrorism Center (NCTC). It is composed of local fire fighters, EMS
personnel, and law enforcement officers, who are allowed to work with intelligence
analysts to develop information for local first responders. The JCAT develops spe-
cific products that are distributed to first responders to warn them of new threats
and the tactics and techniques they may face in the field. One issue that may arise
with the JCAT is that local agencies must cover the salary and backfill expenses
for the JCAT detailee. In this budget environment, many jurisdictions are unable
to cover these expenses, which mean that only a few large departments will be able
to participate in this program.

PRESIDENTIAL POLICY DIRECTIVE/PPD—8

PPD-8 is the latest revision of the Nation’s preparedness system. It sets the Na-
tional Preparedness Goal, solidifies Federal roles and responsibilities, and describes
the National Preparedness System. The IAFC was consulted by the National Secu-
rity Council staff as it developed PPD-8. Many of our suggestions were included in
the final document.

One highlight of PPD-8 and the National Preparedness Goal is the focus on mu-
tual aid. Mutual aid is a key to an effective emergency response system. Based on
the principle of “neighbor helping neighbor,” an effective mutual aid system allows
fire and EMS departments to use a scalable system to call upon resources as an
incident escalates. As local budgets are cut around the Nation, local fire depart-
ments rely upon each other to protect their communities.

Mutual aid is also a major component of an effective National preparedness sys-
tem. Many jurisdictions will not be able to meet all of the core capabilities defined
by PPD-8 on their own. However, by working together, they will be able to com-
plement each other’s strengths and weaknesses and protect their citizens. The IAFC
has worked with the States to develop intra-State mutual aid systems through its
IMAS program. As FEMA implements PPD-8 and the National Preparedness Goal,
the IAFC also urges the agency to recognize the importance of developing mutual
aid through regionalism. In jurisdictions, like the NCR, the communities clustered
around a border may have more in common t